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Introduction: Values in European Threat Analysi Coherent Policy or
Convenient Justification?

European security strategies at the national and EU levels are presented as responses to a set of
threats. These threats are defined as threats to certain shared vglassentially the life and health

of the citizens, the fundamental principles of humaghts and democracy, and the institutions and
infrastructure required to maintain these valyesssentially the stateln the opening of the EU
Internal security strategy from 2010, it is stated that:

Europe must consolidate a security model, basedhenprinciples and values of the Union:
respect for human rights and fundamental freedoms, the rule of law, democracy, dialogue,
tolerance, transparency and solidartty.

The first of five key principles of the European Agenda on Securitysthstitutedthe EU Internal
Security Strategin 2015 repeats thifocus on values:

First, we need to ensure full compliance with fundamental rights. Security and respect for
fundamental rights are not conflicting aims, but consistent and complementary policy
objectiva ® ¢KS ! yA2yQa FLIINRIFIOK Aa olaSR 2y (KS
societies, including the rule of law, and must respect and promote fundamental rights, as set

out in the Charter of Fundamental Rights.

Similarly, the NATO Strategic Conceptrf 2010 declares:

2 KATS GKS g2NI R Aa OKLI wilBdméidthe samettdefsire tBaitheS y (0 A | €
Alliance remaing&n unparalleled community of freedom, peace, secuaritgt shared values.

w XNATO member states form a unigue commuaftyalues, committed to the principles of

individual liberty, democracy, human rights ahe rule of law?

X6 'y FTOUADBS YR STFTFSOGAGS 9dzNRPLISIY 4 yAazy (
Atlantic area. Therefore the EU is a unique and essentighgrafor NATO. The two
organisations share a majority of members, and all members of both organisations share
common values. NATO recognizes the importance of a stronger and more capable European
defence!

In the national security and defence strategiek European countrigsstate sovereignty istill the
essential value to be protectedYet a comparison of security strategies at national and EU levels
render a picture in which European countries are united byudual concern forstate sovereignty as
gualified by the values ofuman rights, democracgnd international lawFurthermore, threats to

I Niklas LuhmanrRisk: A Sociological The@New YorkAldine De Gruyter, 1993), 3.

2 Mary Dauglas,Risk Acceptability According to the Social Sciefhaegion: Russel Sage, 1985), 3.
3NATO, "Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the
Members of the North Atlantic Treaty Organization," (2010), 5 and 6, separate paragraphs.

41bid., 26.

5 Foran analysis of the connection between National security strategies and stratefy@vil protection, see
Section 3.1 of this report.
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state sovereignty are seen as part of a larger continuum of security threats of common concern,
including terrorism, organised crime, cyber attacks, pandemiiah strial accidents and natural
disaster® In effect, calls are continuously made for closer integration of military and civil security
agenciesn Europetasked withexternal and internatlimensions obecurity.

The presumed absena® military threatsto European countriesince the end of the Cold Waas
warrantedthis development, putting civilian organisations like police and civil protetion agencies

in the lead of Europeasecurity cooperation. These organisations have a lower bar for shizueng

resources and information than national militarieblistorically, the EU has been an economic and

LR fAGAOFE LINRP2SOG NI GKSNJ GKFY | ednfapréréqhigief@ y ST | vy
the increasinghactive role of the EU ithe security field.In the 2003 EU Security Strategy which

intensified this process, it was stated:

In contrast to the massive visible threat in the Cold War, none of the new threats is purely
military; nor can any be tackled by purely military means. BEajuires a mixture of
instruments.Proliferation may be contained through export controls and &gacthrough
political, economi@nd other pressures while the underlying political causes ardadkted.
Dealing with terrorisnmay require a mixture aftelligence, police, judicial, military anther
means. In failed statesyilitary instruments may be needed to restore order, humanitaria
means to tackle the immediaterisis. Regional conflicts need political solutions but military
asses and effectig policing may beeeded in the post conflict phase. Economic instruments
serve recaostruction, and civilian crisimanagement helps restore civil government. The
European Uniorsiparticularly well equipped t@spond to such muifaceted situations.

With the recent upsurge of new military threats to Europe, primarily from Russia in the EU
neighbourhood and froman intensified threat bylS and aRaida to European citizenghis
Wdzy O 2 y @ &pyprdatho/sechriy isonetheless imuestion Will it lead to a further strengthening

of European military cooperatigior perhaps a return to Cold War dynamics in which the EU is entirely
overshadowed by NATO as a an aréavasecurity politicsand where the noftonventional threats

are granted less attentit? Has there beensghift inEuropearvaluessince the Cold Wahat precludes
such a reversal?

Furthermore, the recent increase in the numbef refugeesto Europe involves a high conflict
potential amongcountries with competing interests and divergerttitaides towards refugeesSome
governments have reacted by presenting the refugees as threats to the values of their countries, while
others emphasise their responsibilities for protecting the refugees. In both cases, the distribution of
material resourcs, which were already strained due to the financial crisis, is up for debate within and
across nations, with strong incentives foushingresponsibilities to neighbouring countries. In this

6 In addition to conventional threats of international war and nuclear weapons, also NATO refees¢sV y 2 Y

O2y @Sy iliAaz2yttQ GKNBFGa d OSYdNIf O2lgoorstiNgdh Ay Ada &dNI
international organisations like the EU in addressing the&TO, "Active Engagement, Modern Defence:

Strategic Concept for the Defence and Security of the Members of the North Atlantic Treaty Organization,” 10

13, 2632.

"EU, "A Secure Europe in a Better World: European Security Strategy," (Brussels2003), 7.
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situation, the reliance of European security on shared vdikesiuman rights, solidarity and dialogue
is put to a test.

When evaluating theechanging securitiandscapave need to askot onlywhat the new threats are

but what therole of valuess in the venanalysi®f threats, eg. inthe conception of Russi#he IS and
alQaida and refugeess threats that should lead to a reorientation of European sgcaooperation.
Exactly what are they a threat to? Tre uniquevalues of Europeanations? To the values of Europe
as a whol&? To thevaluesof humanity? © the international legal order? Thanswers to these
guestions are integral to how thehreats are defined and addressed. Should the threbtssmet by a
return to national defence? Bgloser EU defence collaboration? Through the UN and a further
strengthenng of international law®r, perhaps, through the evolution of a world federatioased

on the valuesand principlesof the EU?

The interconnection between threats and values is therefore essential to an understanding of th
politics of security in Europd his is the focus of this report, highlighting the role of values in European
threat analyses within the scope sbcietal securit§ As a concept of security in European policy
discourse, societal security encompasses the internal and external segolity of the EU and EU
member stateslt implies a connection betweenational securitystrategies domesticpolicies of
policing and civil protection, and the security policies of the[B#fined by this conceptual scope, this
report therefore addressethe broad picture of European security, while excluding a ngobal
focusonWK dzY y QX 2NJ Wg2NI RQ aASOdzNA (& o

Thetheme ofthe report is addressed through aries of subguestions: What is the meaning of values
in the context of European politics? What dheir role in themain types oEuropearthreat analysis?
How do values figurén selected empirical cases where threat analysesmade, implemented and
contested Against this backgroundiatis the role of values in European threat analysis, andhis i
matter of coherent policy or convenient justification?

In Chapter 1, the central concepof values, threats and risks are introducéghapter 2provides a

closer examination of the conception of values in European politics, and political amtogail

theory. The examination is exemplified by two cases: conceptions of threat in the debate on boat
refugees arriving at the shores of Europe; and everyday perceptions of threat among European
citizens.These cases serve the purpose of illustratiather than empirical evidence, and represents
samples of relevant research in other parts of the SOURCE priyjeGhapter 3major security
strategies and risk assessments in European politics are presented and analysed against the backdrop.
Finally, inthe Conclusionfindings are summarised regarditige roles of values in European threat
analysis, and the question of coherent vs. convenient justification is discussed.

It is concluded that the way in which values currently figure in Europeanigepolicies glosses over
the essentially contested nature of values within and across European societies. Rather than reflecting

8|SO Standar82300:2012efinessocietal security 8 Y WLINR G SOGA 2y 2F &a20ASi& FTNRY:
emergencies and disastecaused by intentional and unintentional human acts, natural hazards, and technical

F I A f OnNE® dGome@pt of societal security, sSB®URCE deliverables 1.1: Inception report, pp.ahd 4.1:

Report on theory and methodology for mapping of societaliség networks, pp. 3L4. Available at:
http://www.societalsecurity.net/content/sourcedeliverables
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a common commitment to a set of inalienable fundamental values, any harmony of values within and
across European countriesgsupposes an overlapping consensus of values in a particular historical
setting. This setting is characterised by political and economic features that are not reducible to values
as such. For instance, a common commitment to the life of all citizens rafp&n countries
presupposes a situation in which no country is perceived as an existential threat to the life and welfare
of the citizens of its neighbours. This situation stems from factorsniktial economic interest,
shared military alinces,and the outcome of previous warfare, rather than from a historical shift in
value orientation. In other words, such a shift should be seen as integral to the broader social,
economic and political processes. The analysis of threats and their implications gherefidre not

focus on threats relative to a set of general values like life, health or democracy, but on threats as
relative to the political settings in which these values attain their significance and meaning. If a
harmony of values among European @tig presupposes a minimum of e.g. social justice or strong
military alliances, it would be counterproductive to neglect these elements due to the immediate
threat to the shared values posed by e.g. terrorism, organised crime or natural dis2sttre otler

hand, values are also not reducible to these material and cultural preconditions. Any comprehensive
analysis of threats and their mitigation needs to consider the role of values in the equation. Values are
not the answer towhat security is or how it ito be obtainedbut the startirg point for an adequate
understanding of how security works in society.

This conclusion complicates the use of threat analysis in European security politics. Firstly, it reveals

the way in which threat analyses referring shared values may conveniently justify underlying

political agendas. Secondly, it indicates that threat analyses that truly strive for coherence with a set
general values risk losing touch with reality. This is partly the case with the systems of teiligno

which are currently constructed across Europe on the basis of standardized schemes of threat analysis

and risk assessment. Thirdly, the way in which threats are relative to historically situated ¢bkies

they universal or not retains a need foexplicitly normative political debate on security threats,

combined with the rooting of the threat analyses of public authorities in democratic procedures. This
KFNXY2YyAadSa gAGK (G0KS ASO2yR 1 S@& LINAYOALX &cy2 T ¢KS
I O02dzyik oAt AGE YR RSY2ONIGAO O2yidaNRfsx G2 3IADBS (

ThisNB L2 NI NBalLRyRa G2 GKS 3ISYySNIf 202S0GAGS 2F {t
and analytic foundation for ogoing research on the dependencies between socistalurity and

SGKAOI f Gl tdzSaz Ay LI NIGAOdzE F NI Ay O2YLI NRaz2y gA
FOO2NRIyOS 4AGK (GKS RSAONALIIAZ2Y 2F {h!w/9 5SftA¢
analysis of official documents, policy pron@@ments, literature searches and follayp interviews,

the function of values in the conceptualisation of security in different sectors of the overall security
fIryRaOFLIS aSaG 2dzi Ay 22N t I O FHne studPwaSobrdaced I a & SR
in collaboration betweet S OS wSaSFNOK LyadgAaddziS hat2 6twLhoOZX
Centre for Societal Security (VICESBH)aws on previous reports in the SOURCE project (including

® DouglasRisk Acceptability According to the Social Scieigces
10 Quotes from the Description of Work of the SOURCE project, Work Package B30p. 2
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D.1.1,2.4,3.2,3.3,4.1, 5.1 and 5.2, as wethasnappingof debates and news coverage of societal
security by the Mediawatch resourceworkpackage $*

11 For access to these reports, please visit the SOURCE website:
http://www.societalsecurity.net/content/sourcedeliverables
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1. Value, Threat andRisk

The concepts of threatiiskand valuesare used in many ways, and it is far from evident what exactly

Wl £ dzSal Wiyt & KNB@ oo bf yhéeah is wide open for interpretation, encompassing

threats to individuals as well as states, and the notion of value is amongst the most ambiguous and
contested termsof our languageL y & SOdzNA G & LJ2 f dh@inbré gpecifitNdednin) K| a
relating to risk assessment and manageméntohingl LI NJi A Odzf F NJ O2 YOAY | GA2Yy 2
Yet, the interpretation of risk still relies on thifinition of these broader termsHence, there is a

great potential boh for conceptual analyses drawing on debates in the fields of social and political

theory and for empirical analyses of how these terms are used on contemporary practices of threat
analysislin this chapterwe prepare the ground f@uchanaly®sin the mming chaptershrough brief

introductions to the concepts ofaluesthreat and risk

1.1.Value

Like with the EU and NATO strategies quoted in the introduction to this report, security strategies in
Europe tend to evoke shared values rather than shear instntal interests for their justification,

also at the national level. By appealing to normative principles like human rights or state sovereignty,

the policies are supposedly anchored at a deeper level than the fault lines of European Pdhitics.

exampe, national politicians may fight bitterly over the distribution of a state budget but be entirely

united in a commitment to protecting the life of the citizens and the sovereignty of the state. They

may disagree on exactly how those values are to be ptethabut will at least share a common
RSY2YAYF02NI Ay GKSANI aSOdzNAGEe LRtAOASAD 2KIFGX (K

Due to the wide variety of uses of the word, dictionary definitions of value differ. The definition that

is most coherentwk (G KS dzaSa 2F W@ItdzSaQ Ay 9dz2NRPLISIFyYy &aS0dz
2NJ AdFyRFENRAT 2ySQa 2dzRASYSyd 2F 4KIG A& Ot dzd of
Yy20A2y 2F WY2NIt @I fdzSQI | a heficialue)thidoheiokes fhe T N2 Y
distinction that is often drawn between values and interests in politics. In distinction from moral

values, interests may be entirely instrumental, i.e. without involving an ethical, value based evaluation
oftheendsthatr@ G A @I S GKS AyGdSNBadaod Ly GKAA dzal 3ST Ay
practical, instrumental rationality, while the notion of values alludes to his category of substantive,

value based rationality. When security policies refer to valuégrahan interests in this sense, they

Of FAY Y2Nlf KAIK INRdzyR® ¢KS OKFNIOUGSNRAIGAZY 2
L2 6SND | ffdzRS& {2 -nibkiNddieigRahdisécunty@dlidy2y FNRY y2Yy

However, this conception of values as mlbovalues is too narrow for grasping the role of values in
European politics. When we say that threats are relative to something of value, we speak of value in

0KS YdzyRIyS aSyasS 2F WwWazYSUKAYy3I GKIFG A& e®l t dzSRQ
GKSY LINBASYGAy3d GKSANI AYyiSNBadGa NBte 2y | y2N¥YI

12 For a theoretical proposition of such anchuy, see e.gPaul Roe, "The 'Value' of Positive SecuriReView
of International Studie84 (2008).

D6.1¢ FP7¢ 313288



Societal XN
' Security * B
Network o % *

inthisbroadsense6 S Al SELX AOAG 2NJ AYLI AOAGO® C2NJ Ayadlyo
AYGSNBAGQ ¢AGKS2dei A FdeMlk 3 RIYY2 MNil YA @S ad&Y Syl ANBft e
non-moral strife for power. Yet, it presupposes the valuation of the state as something worth
empowering. This presupposition can be spelled out in a security strategy by referencddio cer

values, but the moral status of the strategy does not rely on such explicit reference. This also means

that policies that do not refer to moral values as a source of justification can indeed be evaluated on
equally moral grounds as policies that makeh moral claims.

Furthermore, the priorities of a security strategy may be inspired by moral principles like human rights
and democracy, but the practices of the agencies implementing the strategy will not necessarily be
reducible to these motives. Neemlls to say, circumstances conditioning the formulation,
interpretation and execution of the principles are essential to their manifestation. Furthermore, the
official motives of a security strategy may very well be vicarious, as a way of concealingingderly
rationales and generating political support and moral superiority. Rather than only looking into the
official justifications of security practices like threat analysis, determining their value therefore
presupposes the evaluation of what the actualne driving the practices are, combined with analysis

of their effects.

Indeed, the idea of values as a driver of behaviour is itself deeply problematic, as values should rather
be seen as part of a larger complex of causes and motives for social beh&gsentialist conceptions

of values as foundations for action are therefore suspicious. Instead, the conception of value is the
place of contention, a negotiation that represents a-tfgwar between values as something universal

and eternal, and valudsased on immediate interests.

Intrinsic or Extrinsic?

Values may be perceived as intrinsic or extrinsic. Intrinsic values are ends in themselves, while extrinsic
values are of instrumental value as means to other ends (ends that are not necessarilytoalsed
as values). The value of security can both be defined as intrinsic and extrinsic. As an intrinsic value,
security is a desirable condition for individuals or societies (identified with the absence of fear and
disorder). In this respect, a secyristrategy would not have to refer to other values than security in
2NRSNJ (2 0SS W@l ftdzS oFlaSRQd Ly (GKS O2yGSEG |2F &S
as a means to other ends. At the individual level, those ends may be survivah, Hesdom or
prosperity, and at the level of society or state, it can be political autonomy, economic growth or
territorial control. Yet, as with the triple role of values as objects of, sources of and threats to security,
the ends to which security israeans are often themselves seen as sources of seautikg trust,
good health, economic wealth or territorial control.

In security policies, values are not only something to be secqrbgy may also be invoked as an
active element of a security stragy: if the right values are not just protected but nurtured, society
will supposedly be more secure. For instance, the EU Security Strategy claims:

13]. Peter Burges$he Ethical Subject of Security: Geopolitical Reason and the Threat against(Eanujee:
Routkedge, 2011), 143.

D6.1¢ FP7¢ 313288



Societal XN
' Security * B
Network o % *

The best protection for our security is a world of wyelerned democratic states. Spreading
good governane, supporting social and political reform, dealing with corruption and abuse of
power, establishing the rule of law and protecting human rights are the best means of
strengthening the international ordéf.

As described in the former section on risk, thisw of values as a source of security is reinforced by

0KS y20A2y ca e dbilyhaisdciktpty DSah stress like attacks and disasters. Values

with a positive effect on security in society, like trust, mutual aid, respect for tifeaatonomy of

individuals, norviolence and democracy, are of an immaterial kind, and can therefore not be
immediately destroyed by physical events like war, political violence or nuclear accidents. On these
terms, security policies that nurture the righta SOdzNA & @I f dzSaQ aKz2dzZ R 065 |
any notion of security that ascribe certain qualities to values independent of their physical/material

and immediate social circumstances should be met with susp{e®argued in the next chapter)

Furthermore, values may evidently be the source of insecurity as well. For instance, the values of an
extremist ideology may justify political violence, and conflicts of values may exacerbate competition
for resources within and between states. Concernimural disasters emanating from climate
change, values relating to evarcreasing levels of material welfare can ultimately be seen as sources
of insecurity.

When introduced to security studiés the early 1990sthe term societal security was inspirbg the

security logic ohationalism, religion and controversies over migrattdithese were not dined by

the boundaries of statesb@ & a2 OAlFf ARSY (A GAS&Theaoldnsisocieta A Yy SR (
security generalises this identityased dyneic from nationhood and ethnicity to society at large

While oftenoverlappingwitii KS G SNNAG2NAIf 02NRSNER 2F adlrasSasz o
may also be applied at stftate and transnationalevels. The connection witlttonflicts ove

nationhood or religionllustrates the two faces of societal securigyas a source of security within a

community of values, and as a source of potential conflict between such commuities.

As a prescriptive term in European security discourse, sdcéeteurity highlights the agenda of
securing the values of a sociafjts people, its institutions, its resources and infrastructqrentities

that are not generally grasped by a state centric focus on national security, and also not by a focus on
the needs of individuals (human security). If the EU is perceived as a community of values, a
prescriptive commitment to societal security warrants a common European security policy beyond the
scope of the national security of EU member states. Neverthelegth)df communities are seen as
equally or more important for European citizens, it opens for contestations of the EU as a prevalent
security actor. Societal security could even be evoked in defence of a return from EU to national

M EU, "A Secure Europe in a Better World: European Security Strategy," 10.

S Barry Buzan, Ole Weaever, and Jaap de Wiaeprity: A New Framework for Analy@sulder: Lynn Rienner,
1998); Barry Buzaeople, States and Fear: An Agenda for International Security Studies in H@oRoatar
Erg 2 ed. (Boulder: Lynne Rienner, 1991); Ole Weever ddahtity, Migration and the New Security Order in
Europe(London: Pinter, 1993%ee als®BurgessThe Ethical Subject of Security: Geopolitical Reason and the
Threatagainst EuropeChapter 5.

16 Benedict Andersorimagined Communities: Reflections on the Origins and Spread of Natiofiadisdon:
Verso, 1983).

17Buzan, Weever, and Wild8gcurity: A New Framework for Analy&i20.
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security, if the nation st& is regarded as the essential value community in Europe and the normative
agenda of the EU is perceived as conflicting with the values of the nations. In general, the identity
focus of societal security lends itself to conservative and nationalist ageaslavell as to radical
agendas challenging the status quo by reference to valuese(geBection 21).

1.2.Threat

The security policiesf states and organisationsre presented asesporsesto a set of threatd?

Hence, the analysis of threats has anesdil role in the formation and justification of security

policies. How, then, are threats analysed? Do security policies actually evolvéh&eetognition of

threats, or is the analysis of threat#tegral to thegeneral objectives of the policies?arCthreats be

defined independent of thevalues andA y 1 SNBaiGa GKIFIG RAGARS adlkdisSa I
LRfAGAOAQE &  ALKSNB 2F WikKS SEOSLIIA2YQ 6KSNB
Or are threats themselvesubjected toregular political strategy and disagreement?

The study ofsecuritizationhighlights the political role of threats how perceptions of existential

threats are established, with significant political effett#. partly answersffirmatively to the latter

three questions above: threat analyses are part of political strategies, but as an exceptional field of
politics where playing the security card trumps regular decision makifigcus on the role of values

in these securitization processewnethelessdemonstrates that what could be seen as fairly
instrumental political strategies of threat analysis are embedded in broader social and political
dynamic* WSFSNNAY3I G2 GKS fSIAAGAYIFOe 2F &aSOdaNRAGe L
practices that reslt from securitization remain socially binding so long as they respond to commonly

KSt R 8 Atferdzs o Qadues thereby adds @ucialdimension to the study of securitization.

Some threats are essentially contestelike the(absurd)dea that Musims pose a threat to European
civilization. Here, it is evident how the perception of the threat is embedded in a political outlook from
which it cannotbe separatedOther threats seem more objectivglike the threat posed by nuclear
accidents or threat that areWy | (i adeiNthat c@n be analysed by the natural sciences. Yet, as with
the controversy over climate changeonclusions in the natural sciences may be contested and
politicians may disagree on their padiél implications.

181S0 Standar@2300:201n societal security defindbreat apétential cause of an unwanted incident,

which can result in harm to indivigls, a system or organizatipthe environment or the community @ this

NB LJ2 NI Xefek bhdthNdSriteinded/malicious and to unintended (accidental) and naigmai manmade)
LIKSYy2YSyl® ¢KS 9! DddzZARSftAYS 2y NARA&]l lFaasSaayvySyid FTNRBY ¢
event, phenomenon or activity of an intentional/ malicious charadiemropean_Commission, "Commission

Staff Working Paper: Risk Assessment and Mapping Guidelines for Disaster Management, Sec(2010) 1626,"
(Brussels, 2010), 11.

190le Weever, "Securitization and Desecuritization, Om Securityed. Ronnie Lipschutz (New York: Columbia
University Press, 1995); Thierry Balzacq@m Securitization: The Design and Evolution of Security Problems
(London: Routledge, 2010).

20 Burgess,The Ethical Subject of Security: Geopolitical Reason and the Threat against E8rope

21 Thierry Balzacq, "Legitimacy and the 'Logic' of SecurityGbintesting Security: Strategies and Laggck

Thierry Balzacq (London: Routledge, 2015), 3.
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Essentially for theole of values, threats are per definition relative to something that is threatened

be it military installations, public buildings, web servers, religious groups, citizens in general, animals,
plants, ecosystems or cultural artefacts. Both the undersiragdnd valuation of these entities differ,

also within science. For instance, the military equipment of a state may be perceived as essential by
some citizens and redundant by others, while citizens of foreign countries may perceive this
equipment as thratening. And while some may perceive the extinction of animal species as a
fundamental threat, others may be indifferent. So muichthe objectivity of threats. Threats are only
objective in a conditional sense, where the conditions batise questions & knowledge
(epistemologypndvalues (ethics).

We may therefore presume that rather than being an objective foundation for European security
policies, threat analyses in Europe mirror wider political perceptions of how the world is to be
understood and Wat is to be valued. Hence, any notion of national or societal security will be deeply
political, even if presented as an instrumental response to objective threatsegpeciallywhen
presented as objective and relying on the knowledge of experts rallaeron democratic debate and
contestation.

For examplewhen used prescriptivelyjn European policies and researdhe notion of societal
security isoften presented as a response to a changing threat environment that puts the EU at the
centre stageCoudd it be that the changing threat environment is itself a result of changes in European
politics since the end of the Cold War changes in which problems like pandemics and natural
disasters that were previously perceived as regular condensatesbecome a challenge for a newly
evolved security community? Indeed, there were intensive effarthé EU throughout the 1990s at
building such a conception of a security community, as a basis for the eventual formation of a common
European Security and Defee Policy? Threats are helpful fobuildinga sense ofcommunity, so
developing a security concept and threat picture that corresponds to the political comnthbaityne
wishes tostrengthenwould be a logical political strated.

In this report, we fous on Hropean threat analysisf three kinds, reflecting a division of labour
between the military, police and civil protectigth:

1 Analyses of threats to the state posed by foreign states or organisations (war and espionage:
military);

1 Analyses of thrats to the citizens of states posed by organisations and individuals within and
across state borders (crime: policing)

1 Analyses of threats to the citizens posed by otletraordinary events like industrial
accidents, pandemics and natural disasters (erarciesand disasterscivil protection)

22Helene Sjursen, "Towards a Common Foreign and Security Policy: Achievements and Challenges," in
RoutledgeHandbook of European Politjed. José M. Magone (London: Routledge, 2015).

B For relevant analyses regardiagdzNR LIS & SS / K hohidtsS NJ & dzbBRrYa8s®he Etyficals
Subject of Security: Geopolitical Reason and the Threatstgaiiropeand 'The European Union: A Reading' in
Buzan, Waever, and Wild8gcurity: A New Framework for Analy4ig3-89.

24 This fows for instance excludes risk assessments in the realm of finance. On this topic, see SOURCE
Deliverable 5.1.
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Because these three domains are clysaterrelated, the threat analysesonetheless overlap. For

instance, analyses of threats to national security take criminal organisations into regard (relating to
terrorism, ilicit arms trade or cyber crime, e.g.); analyses of criminal threats include the involvement

2F FT2NBAIy adrdisSa Ay Sode O2oSNI FddlFoOolasz G4SNNEN
atrisSaqQ G2 O2ydal Ay ONIn¥gentiestinclid®aifdcds onitle Thosk disastrodsh D A €
events that may follow from crime and warfare, like a terrorist attack with chemical or biological
weapons or, worst case, nuclear war. Both civil and military security policies in Europe highlight these
continuities between internal and external security, and betwearnl and military protection

As mentioned, the concept of societal security highlights the identity dimension of threats: that
threats to communities, and not only to states or individualg an essential part of the politics of
security’®¢ KAa RAYSyaazy Aad AyOtdzZRSR Ay (KS y2iG4A2y 27
category of threat analyses above. However, as documented in Chapter 3, the identity aspect of
security remaingmplicit in most European threat analysis.

In EU guidelines onational risk managementrisk assessments are supposed to encompass all
significanthazards that thecitizensare exposed tpincludingaspects otrime and war gee Section

3.3). Wazardlsdefined as follows¥ Rl Yy ISNR dzda LIKSy2YSy2ys &dzmaidl yoOS
that may cause loss of life, injury or other health impacts, property damage, loss of livelihoods and
AaSNIAOSAaT a20Alt FyR S0O2y2YA2As Rdodsdgtendie af thig iroa@ NJ Sy ¢
focus,civil (police and rescue) and military agencies are expected to collaborate in the analysis and
mitigation of threats. Furthermore, risk assessments from a range of related domains like finance,
insurance and corporatesecurity are of direct relevance to such comprehensive national risk
assessmentg reflecting the crossectoral scope of the notion of societal securiince2013

onwards, all EU member states are required to develop and report on their risk manageatiergs

every third yeaywith first deadline in 2018see Section .3).

1.3.Risk

The political dimension of threats, and the role of values in the equation, is more evident when threats
are translated into risks. Generally, the calculation of risk imsgthe combined assessment of the
probability and impact of eventsvhere impact explicitly refers to valuésee Figure in section3.3

for an example). Risk management, then, is about reducing the likelihood and impact of identified
risks. In this conrmion, impact does not refer to theonsequence for any values that might be
affected but on selectedalues like thelife and health of individualgconomic valuetc.

25 BurgessThe Ethical Subject of Security: Geopolitical Reason and the Threat against Ed#eite
26 European_Commission, "Commission Staff Working Paper: Rislsfssg¢sand Mapping Guidelines for
Disaster Management, Sec(2010) 1626," 9.
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In the above mentione@010European Commissiayuidelines on disaster riskanagemat, impact
(consequences) is divided intbuman impacts, economic and environmental impacts, and
L2t AGA O t k ar@l Spkdifiéds folvwst Ol a Q

Human impactsare defined as the quantitative measurement of the following factors: number
of deaths, nmber of severely injured or ill people, and number of permanently displaced
people.

Economic and environmentampactsare the sum of the costs of cure or healthcare, cost of
immediate or longeterm emergency measures, costs of restoration of buildingbliq
transport systems and infrastructure, property, cultural heritage, etc., costs of environmental
restoration and other environmental costs (or environmental damage), costs of disruption of
economic activity, value of insurance gayts, indirect costen the economy, indirect social
costs, and other direct and indirect costs, as relevant.

Political/social impacts are usually rated on a semuantitative scale and may include
categories such as public outrage andiaty, encroachment of the territorynfringement of

the international position, violation of the democratic systemnd aocial psychological impact
impact on public order and safety, political implications, psychological implications, and
damage to cultural assets, and other factors congdeémportant which cannot be measured

in single units, such as certain environmental danvige.

These definitions provide an overview of the values that are at stake: life, health, material
infrastructure, political order etcThe three domains are assoogt with different measures. Human

impacts are estimated in terms of number of affected people; economic and environmental impacts

Ay GSN¥Ya 2F O02adGkRFEYIFI3IS Ay 9dzNBT |yR LRt AGAOI T
guantitative scale comprisg a number of classes, e.g. (1) limited/ insignificant, (2) minor/ substantial,

600 Y2RSNIGSKkaSNAR2dzaZ o6n0 &A3IyATRDEgdgnisedBaE & S NAR
certain environmental impacts are not easily quantifiable in manay is obviously the case with e.qg.

cultural heritage and environmental degradation. This dimension, then, is to be included in the
estimation of social impactAssessments are to be made separately for the three domains, as the
measures are of a differemature *

As demonstrated ilthapter 3, the ways in which impacts ameeasured in risk assessments still varies
extensively If we for instancelook at the complexities ofanceptualising and measuring thmpact

of terrorism, this should not come as arpuise. The impact of terrorism is not reducible to the number

of casualties, material damage and immediate economic costs associated with reconstruction. It also
involves issues like fear, trust, political options and broader economic costs like thatidisrof trade

and increased public expenditure for security management. This allows for a range of divergent
measures of impact. Also the difficulties with quantifying the value of impacts like fear antelomg

271bid., 10, referring to 1ISO 31010.

281bid., 1611 and 17, partly referring to the assessment criaesf selected member states.
21bid., 17.

30 bid.
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political consequences makes awarenesstlué role of values in the analyses necessary for
guaranteeing the political coherence of risk management strategies.

In spite of introducing a standard conceptualisation of impact, the Commission guidelines leave the
decision on exactly how they are to Imeeasured to the natinal authorities(see Section 3.3 In

Norway,for examplefi KS OA @At LINPGSOUGUAZ2Y I dziK2NAG& NBALRYAA
NA&A]l KKOI&NSOATASR FTAOS waz2O0ASGlt dIDdrestmSaioa | ONEP &
for integration in a common picture. The values dife and health; nature and culture; economy;

societal stability; and democratic values and governing cap#clige assessment of these is based

on an elaborate system # O 2 y a S lymzQafa@s to the values, with related scores according to

different kinds of measures (only economy is measured in monetdrestingly, KS WRSY 2 ONI (i A
gl fdzSaQ GKFG ¢S Khtigndl add Br@rfatidodediify atratégieshiy fighrg as a

minor element of the overall assessment.

ThisNorwegian methodologis probablyas transparent asationalrisk assessmeatget.Nonetheless

it ishardto read or evaluatexactly how the various scores have been determined on the batis of
published naterial. This would require a further consultation with the responsible bureaucrats and
demand highly specialised expertidéence, politicians and bureaucrats tasked with managing the
risks still fully relies on the expertise of the responsible agewdyle the EUguidelines emphasise
democratic oversight and public consultation, it is hard to imagine exactlyths could be done
exceptinvolving central stakeholders in the very assessments. On the other hand, stakahtelder

to havetheir ownstakesA y KA IKf AIKGAYy3IZT 2N LRIGSYydGAlLtfe R2gy
interviews with Norwegian risk analysthey are aware of this arkeepa critical distance to the input
from stakeholders, leaving themselves with the final word in the inteadfeh of impacts.
Bureaucratsand politiciandasked with the management of the risks alsoaware of this subjective
elementto the assessmentsand make their own interpretationsy seeing them in a larger picture
beyond the mandates of the risk asseet agenciesFurthermore, when choosing which risks to
highlight as scenarios in the annual risk picture, the agencies consider public attention and political
agendag; partly as a corrective to the threat picture communicated in the media, and partynas/

of better informing ongoing political processdsis, again, involves a political dimension that is not
communicated in the result¥. Their role as producers of an objective national risk picture based on
objective measures of societal values thiere necessarily involves a considerable subjective
element. If we accept that this will always be the case, the democratic challenge is thenetore
necessarilyto make the results even more objective brgcognising the subjective element and
makingnot only the results but the premises tife assessments as transparent as possible.

31 DSB, "Fremgangsmate for Utarbeidelse Av Nasjonalt Risikobilde (Nrb) (Method for Development of a
National Risk Picture)," e@irektoratet for samfunnssikkerhet og beredsskap (2014)Th&. selectiorof

these values is based on white papers by the state authorities on societal security, as well as on the methods
of other spearheads of national risk assessment, like the UK, Netherlands and EU. If we look at the white
papers, however, the conceptualisaii of the societal values gets little attentigrto the extent that it seems

like a conscious choice not to enter contentious debates on their definition.

32 Interviews conducted with representatives thie Norwegian Directorate for Civil Protection andth

Norwegian Ministry of Justice and Civil Protection, fall 2015.
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Thesubjectivedimension of risk assessment has long been emphasised in sociglpgiaiological

and anthropologicatudies of risk. lthe opening oRisk: A Sociogical TheoryNiklad_uhmanrrefers

research findings that challenge the authority of statistical theories and quantitative measures of risk.

As an example, hewrite#¥2 S y2¢g (y2¢ (GKIF(d K2dzZaSéoAa@dSa Ay GKS 3
Brazil can caldate highly successfullybut not the way they learned to do so, or did not learn to do

so, at schoaB® And turning to the question of measuring valugsantitativelyz KS O2 y i A y dzS a
know that values can be quantifieglwith the result that what waseally meant can no longer be

NB O 2 3 3f Khis SpRak<irectly to our investigation of the role of values in threat analysis. If the
calculations and procedures of formalised risk assessments like the ones referred above and in the

third chapter do not hamonise with how risks are actually understood aredld with, there is a need

for critical analysis

Regarding how the impact and seriousness of isks2 NJ 4 KS WNA a1 G(KNBakKz2f RQ:X
emphasigshow it depends orthe position of the obsé® S NXP C 2 N{ aAdyoaaiAl ayiES/>0 SW F I N
highly averse to risk because they are under the constant threat of hunger, of losing their seed, of
0SAy3 dzyl 6t S G2 ¥@asK that iyiighSseenid& épadileitorad¢fitizien or industrial
faamer YI @ Ay @2t @3S | RAaAF&AGSN) F2NJ GKS adzoaiadsSyos
circumstances we find corresponding results: entrepreneurs fdijnglity probkems are less willing

to take risks than those who are not plagued by this problemwhenth@q A& 2F | ®¥3A O3Sy

Hence

It will probably be necessary to take into account that the disaster threshold will have to be
located at very different positions, depending on whether one is involved in risk as a decision
maker or as someone affext by risky decisions. This makes it difficult to hope for consensus
on such calculation even when dealing with specific situafions.

It is not only the assessment of the seriousness of the risk that relies on the subjective position of the
observe. The very selection of which risks that are taken into account, and which that are not, relies
on the hierarchies of power and the predominant norms of a socfetydeed, when a national risk
picture categorises e.g. food security as an insignificakf or exclude problems like poverty, it reflect

a national perspective distanced from the actual risk perceptions of those exposed to thegeeaesks

e.g. Section 2.5 and 3.4

Political economy of risk assessment

Those organisations tasked with countey the risks identified by national and international risk
assessmentg law enforcement and security agencies, civil servants, emergency services, disaster
preparedness agencies, ett.are often also making their own risk and threat analyses as well as

33 LuhmannRisk: A Smological Theory2.In support of this statement, Luhmann refers to a range of studies.
341bid. In support of these statements, Luhmann lists a range of refereth@sve do not include here.

35 bid., 23.

36 bid., 3.

37 Ibid.

38 bid. In this connectionl.uhmann refers to the work of Mary Douglas amongst others, incluglisky
Acceptability According to the Social Sciences
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contributing to the assessments by designated agencies. The stated objective of their assessments is
generally to raise awareness about specific threats and inform the operational strategies that seek to
mitigate them. However, threat assessment is at oiskecoming highly politicised, particularly during

GAYSa 2F SO2y2YAO WlHdzaGSNARGEQ ¢KSY RAFFSNByYyd 3
competing for declining public funds. In addition to seeking to influence debates about the public
resources neessary to counter specific threats or mitigate the impact of certain risks, threat
assessments may also advocate the wider policies necessary to address the threats. For example, new
powers on the part of executive agencies tasked with mitigating thepdskd by natural hazards, or

greater powers of surveillance on the part of those tasked with combating terrorism or cybercrime.

Private entities are also competing for public funds earmarked to combat various threats prioritised
for government.To corpoations in the security field, threats are accasion of profit. Indeed a vast
industry already worth hundreds of billions of dollars annually is now competing for lucrative contracts
across the spectrum of homeland security and disaster manageffdifte pivate sector is also
increasingly embroiled in national security and risk management policies because much of the critical
infrastructure that state policy seeks to protect or make more resilient is now privately owned. Energy
utilities, cyberinfrastructure, transport services and the financial system, for example, are becoming
security actors in their own right as states impose statutory obligations to maintain and secure
essential services, and to cooperate with government agencies where necessary.

In the 22 century, public security is in the words of the former EU Commissioner for Justice and

Home affairsg Wy 2 f 2y 3SNJ I Y2y2L2fte (dKFd o0Sftz2y3a G2 Llzf
which responsibility and implementation should be sharéd blLJdzo £ A O | y R°ThelNdvate § S 06 2 F
sector therefore has the same interest as resouroastrained public bodies in stressing the severity

in certain threats and risk mitigation measures. To this end it lobbies lobbying for jpuivkde

partnershps that gives the latter greater influence over public policy decisions. This in turn supports

its primary objective of securing contracts to provide services and in order to turn a profit for company
owners and shareholders. This adds another set of gani¢he diverse stakeholder interests that are

shaping risk assessment and mitigation. As Lipschultz and Turcotte suggest of the political economy

of threats and the production of fear:

Counterterrorism is more than a response to acts of terrorism; anisutonomous arena of
supply that requires a demand to survive and succeed. But the demand for efmurdgesm

and the protection it ostensibly supplies are not automatic; they must be created and
sustained. The division of labour within the coustegrorist arena means that like toothpaste,
cereal and SUVs, different products require different sales strat&gies.

39 See e.gBen Hayes, "Neoconopticon: The Eu Secumitipstrial Complex," (Transnational Institute &

Statewatch, 2009).

40 Franco Frattini, "Security by Design, Homeland Sedktitppe, Speech by Commissioner Frattini to the Eu
Security Research Conference in Berlin, 26 March 2007," (2007).

41 Ronnie D. Lipschultz and Heather Turcotte, "Duct Tape or Plastic? The Political Economy of Threats and the
Production ofFear," inMaking ThreatsBiofears and Environmental Anxietiesl. Betsy Hartmann, Banu
Subramaniam, and Charles Zerner (Lanham, Md.: Rowman & Littlefield, 2005), 26.

D6.1¢ FP7¢ 313288



Societal XN
' Security * B
Network o % *

Embucing uncertainty and resilience

Policiesof risk managementisuallyconcentrae on risksfalling within the category of high impact and

high probability Some of the asesthat have generated significant attention in the field of security

due to theirhigh impact, like 9/11the 2004 Indian Ocean Tsunami and the 2011 Japan Tsunami
nonethelessfell within the category of high impact but Mo probability (see e.g. national risk
assessments of UK and Netherlands in Se@ién The emphasis on these kinds of events as matters

of security have entailed a reduced focus mediction As described by report D5.1 in the SOURCE

project, there hasbeen a general shift in risk assessment from statistical probability towards
uncertainty??> Whenessentiathreats are not conceived as predictable, efforts of tirmanagement
concentrateon reducing vulnerabilities and strengthening capacities for dffegesponse instead of
LINBGSYyGAy3a WGKS dzyly26FoftSQd 2A0K GKAA F LILINRIF OK?3
increases, as the evaluation of vulnerabilities and the design of responses are not determined by
previous eventsinstead, theyare formed byjudgements2 ¥ ¢ KI i (G KS SaaSyaAlt gl
of society are, antiow these can be protected agairtee unknown.

This turn towards uncertainty and the reduction of vulnerabilities also relates to the prevalence of
WNB & A f ApBligy@®Q NR ¥ Skd ¢ KS 9dzNRLISIYy / 2YYAadaaAzy 3IdzARSH
of a system, community or society exposed to hazards to resist, absorb, accommodate to and recover

from the effects of a hazard in a timely and efficient manner, inalydhrough the preservation and

restoration of its essential basic structures and functithghis is an extremely broad and open

concept of risk management, lending itself to virtually any policy agenda. Basically, it is up to those

with a mandate and cazity to act in its name to define what the preservation and restoration of the

essential basic structures and functions afyatem, community or society mearkurthermore, due

to an emphasis on complexity and the impossibility of contrgltime effectsof policy interventions,
NEaAtASYOS o0FaSR | LILINRI OKSa | NBIzZLF §yRI NBifl tG8h 2R/ S\l A
top-down governance. Resonating with the shift from risk to uncertathigy tend not to be justified

by set ends and means bus ¢he reaction to circumstances that cannot be controfitdn example

is policies ofadaptation toclimate changéhat presuppose that the changes themselves are beyond

the control of political authoritied® The result is a situation wie the focus on tke promotion of

certain valuess replaced by a focus on the reduction of vulnerability, but where the values of those

defining what to protect are still decisivfer the response. This concealed mode of value based risk
management requireshe ability to analyse the implicit normative positienat stake. In the next

chapter, we establish a framework for such analysis, emphasising fundamental distinctions involved

in normative political judgement and behaviour.

42 SOURE Report D5.1, pp.223. See alsd.ouise Amoore and Marieke de Goede, eRssk and the War on

Terror(London: Routledge, 2008), 11.

43 European_Commission, "Commission Staff Working Paper: Risk Assessment and Mapping Guidelines for

Disaster Management, Sec(2010) 1626," Tl defirition refers to the UNISDR terminology on disaster risk
management from 2009. The ISO 22300 standard on societal security limits the definition of resilience to the

Wi R LJG A ¢ofan Orhabitatidh ith & complex and changing environfeht | SGIZ( W2\WA | ¥& aRSTA Y
ONRIRf&x 2@0SNIFLIAY3T gAGK waeadsSyz O2YYdzyade 2NJ a2 0A
44 David ChandleResilience: The Governance of Complékiindon: Routledge, 2014),13, e.g.

4 For an exposition of this line of thought, see &gra Holiday Nelson, "Resilience and the Neoliberal
CounterRevolution: From Ecologies of Control to Produtf the Common,Resilienc®, no. 1 (2014).

t
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2.  Values in European PoliticRimensionsPositionsand Controversies

The conception of values relies on fundamental assumptions about the waiiéit are the right

values? Arealues vatl for everyone? And how aralues formed and nurtured® this chapter, these

guestions are addressed agadinlse background of European politics, drawing on perspectives from

moral philosophy and sociology. The matter is then exemplified with the European response to the

soOF f f SR WNXTFdASS ONRaAaAaQ yR GKS S@PSNEBRIF& 02y O0SI

2.1.European @alues?

The references in the EU and NATO strategies to shared European values resonate with a widespread
perception of Europe as a community of valde¢. K S 9! Aa 2F0iSy @GASsSR Fa W
power, driven by values rather thaagotist selfpreservationand operating through political and

economic rather than militaryneans, overcoming the logic of war and violefAt®@aralleling the

I NHdzYSy i o6& CNIyOA& Cdzldz2al YI 2y WIiKS Swtenly2 ¥ KA &
a valuebased rationality but a change @éluesin accordance with liberal principlé$This view is for

instance expressed by José M. Magone in his introduction to a recent handbook on European politics:

WO dzNR LIS Kl & 0S02YS | madta statey thdt ha@@zavydagdoptédecongmin R S
principles and values, even though there is some diversity in the interpretation of nationally defended

f A0 SNI f REYGEaNpoldids avesdpposedly therefore turned from a Cold War logic into
aLlINP2SO0G 2F RSY2ONI A O LIS ISQS supp@tNof tMs wewrMalgoyie W LIS NIJS
summarises the work of John McCormick Buropeanismwhere it is argued that Europe is being

united through a range of shifts in values (since 1979), including:

1 From strong natiosstate, single identity, to waning national identity, moving towards multiple
identities (regional, national and European)

1 From embedded role of the individual in the community, towards (limited) erosion of the
community due to the indidualization of society

1 From tendency to emphasize homogeneity in national identity, to recognition of ethnic
diversity

46 BurgessThe Ethical Subject of Security: Geopolitical Reason and the Threat against E86ajgeHere,
Burgess identifies sbonceptions of values in the Treaty of the EurapéJnion: values as foundation, aim,
source of intergovernmental unity, gatekeeper, basis for rights, and as security.

47 Sjursen, "Towards a Common Foreign and Security Policy: Achievements and Challendéarinéss,
"Normative Power Europe: A Contradiction in Termd@yirnal of Common Market StudiS, no. 2 (2002);
Francois Ducheéne, "Europe's Role in World Peac&liope Tomorrow: Sixteen Europeans Look Atesad
Richard J. Mayne (London: Fontana, 1972

48 Francis Fukuyamahe End of History and the Last MafewYork: Avon Books, 1992).

49 José Magone, "Introduction: The 'Great Transformation' of European Politi®®guittedge Handbook of
European Politiced. José Magone (London: Routledge, 20152726

50 Magone, McCormick
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1 From strong natiosstate thinking in international politics, to growing importance of
glocalization; the global and local have become 3

While these might rightly be historical tendencies, the comprehensive survey results of the European
Values Study tell a different stotyAs presented in the Atlas of European Values, Europeans still tend

to have a rather strong national identity, W the identificationwith Europe as such is minirdal

2 KSY |a{SR W2KAOK 2F (KSaS 3IS23INI LKAOI f 3 NR dzLJa
aSO2YyRKQX gAGK (GKS 2LIiA2ya WE20lftAlGe 2N G246y 6KS
where@ 2dz t AGST 9dzNRLIST GKS g2NIR a I gK2fSzQ GKS
first or secondmost important group varies between 1 (Poland, Romania, Turkey, Russia) and 8
(Switzerland) on average per country, (with e.g. Spain, UK aret&om 3, Germany and Sweden on

cX CNIyOS FyR .St3aAdzy 2y 1735 YR [dzESYd2dz2NB | & |y
O2dzy iNEQ @I NBE FNBY mMp ODSNX¥Iyeo (42 cn O6CAYyflyROZ
on49, NorwayonZ { 6SRSYy 2y oH FyR LOSflIYyR 2y pcd ¢KS ;
NI y1SR KAIKSNI GKIYy (GKS O2dzyiNRBI ¢gKAfS WNBIAZ2Y 2F
This picture of a continuous association with the nation is also shove inigh number of affirmative
FyasgSNB (2 6KSGKSNI LIS2LIX S |NB WOHSNE 2NJ ljdAadGS LI
between 61 (Bosnia) and 99 (Ireland), with e.g. Germany on 75, Italy and Sweden on 88, France, UK

and Norway on 91, and Poland 86.

On the question of which groups whose living conditions they felt much or very much concerned

about, the respondents primarily point towards their own family. Generally, more than 88% per
country, with Finland (24), Czech Republic (31), Ireland (RUK (48) as outliers. Sweden is e.g. on

98 and Slovakia on 76, with France on 88 and Germany on 97. Regarding their fellow countrymen, the
results range between 280, with Latvia on 11, Finland on 16, Germany on 45, Switzerland on 52 and

Turkey on 70. Ae percentage of respondents who are much or very much concerned about fellow
Europeans generally varies between 7 and 20, with Latvia on 5, UK and Finland on 10, France on 16,
DSNXYIFye 2y Hdp YR {gAGTISNIIYR 2y dpeteralyiesWK dzY | y
between 2030 percent in Western Europe, and-28 in Eastern Europe, with Netherlands, Estland

and Latvia below 10, Finland on 44, Switzerland on 53 and Turkey®n 60.

While indicating significant commonalities among European countities Furopean Value Survey

does therefore not confirm the thesis of widespread Europeartisfprimary concern for oneself

FYR 2ySQa FrYAfte 2N yrdAzy OFyy2( 06S Howd&OGft e ol
it also does not exclude such ariettation. As previously argued¥i G KS O2y OSNY T2 NJ 2
involves ageneral valuation ohations, it can be translated into a political principleiirnational

51 John McCormickzuropeanisnfOxford: Oxford University Press, 201Q)28720. Listed inMagone,

"Introduction: The 'Great Transformation' of European Politi2§,"Table 1.5.

520n the European Values Study (EVS), wasv.europeanvaluesstudy.etdror an overview and analysis of

findings, seaVil Arts and Loek Halman, edgalue Contrasts and Consensus in PreBayt Europe: Painting

Europe's Moral LandscapEsiropean Values Studies (Leiden: BiL3).

53 Visit: www.atlasofeuropeanvalues.eu/new/index.php

54 http://www.atlasofeuropeanvalues.eu/new/zieeur@php?year=2008

5. dzNHSaa y2ySikKStSaa | NHdzSa (KFG adzOK O2YY2ylftAade Aa
Wa S OdzNA G & as DRgWEYtdeyedmim&n@y shares a relationship to an adveggdary 02 YY 2y W2 i KSNR®
BurgessThe Ethical Subject of Security: Geopolitical Reason and the Threat against EdB8alze
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collaboration Similarly, if | am concerned about my family because | see famileesm@isersal value,

it invites a different political orientation than if my family is all that matténstthermore if preserving

my family is seen as relying on broader social dynamics beyond my control, it also has different
political consequences thahl see my family as entirely sgfeservingLikewiseg if the preservation

of thenationthat isregarded as depending on close international collaboratioen support for such

collaboration does not rely on a general moral commitment to nations bRyor2 y SQa 246y ® ¢ KA

fundamental questions of the moral and social nature of valaes the valuesf European citizens
universal or relative, and are they the results of individual action or social structéseafued in the
following sections, thanswers to these questions divide major positions in European poWiitisout

a clarification of how the respondents view these questions, the survey results listed above cannot be
translated into a normative political position.

2.2.Universal or elative?

When conceived as universal, values are of value to all human beings, independent of cultural or
historical contexts. People may not be aware of it, or may even object to the value, but if it is universal
it is still conceived as valuable to them. The dioet of universal human rights relies on@nception

of humanlifet YR € A0SNIié & dzyA OSNEI f gl £ dzSad ¢KS yI NNE
on the universal value of life and personal safét$. K S 02y OSLIi 2F WKdzYly OI LJ

broader set of values that apply to all of humanity, including the capability to love and to express
oneself through art’ Universal prescriptions of peace, security and justice presuppose a conception
of universal values of some forgif only the univers f @I f dzS 2F RSGSNXAYAyY 3

When conceived as relative, values only applypssticular individuals or groups under certain
conditions. For instance, the valuation by a community of the life and dignity of its members does not
necessarily imolve a valuation of all human life and dignity, and also not an equal valuation of the life
and dignity of all the members. Furthermore, as documented by historians and ethnographers, ideas
of what is valuable or important in life vary radically acras®tand space, and are one of the defining
features that distinguish cultures, religions and other social groupfigsoponents of universalism

insist that there still are commonalities across all societiesmmonalities in how they diffeg for
instancerelated to common biological featuré8Ww St I A GAa0GaQ y2ySGKSt Saa
take on radically different meanings in different social settings, making it artificial to generalise from

e.g. a human need for food and shelter to a set of edaralues with universal political implications.

56 On human security, see elguman Security Centréluman Security Report 2005: War and Peace in the 21st
Century(New York: Oord University Press, 2005).

5TE.gMartha C. Nussbauntomen and Human Development: The Capabilities Appr@zambridge:

Cambridge University Press, 2000).

58 E.g.Alasdair MacIntyreWhose Justice? Vidh RationalitydNotre Dame, Indiana: University of Notre Dame
Press, 1988); Michael Walz&pheres of Justice: A Defence of Pluralism and Eqi@iityrd: Blackwell, 1983);
Robert H. Jacksoithe Global Covenant: Human Conduct in a World of Statesrd: Oxford University Press,
2000).

%% For a review of such universalist arguments, Seaon Caneylustice Beyond Borders: A Global Political
Theory(Oxford: Oxford University Press, 2005);625
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From this relativist perspective, any attempt at promoting the interests of others based on a
conception of universal values will therefore be biased, reinforcing the values of the benefactors
rather than those of the beneficiaries.

The recognition of the relativity of values does not, however, exclude that some values are relative to

all human beings and hence universal. Like with intrinsic vs. extuagies it is no contradiction to

say that some value are universal while othsrare not. Yet, due to its salience for normative
2dzRaASYSyita 2F 6KIG Aa NRARIKG WF2N 20KSNBRQ>X GKSN
philosophy between positions that sesemevalues as universal and positions theject such a view.

There is also a range of positions between the two absolutes. For instance, values like state
sovereignty or human rights may be seen as relative to the historical and cultural circumstances of
modern statehood but applicable to all cavies of the worlddue to their common features as states.

With the global reach of the state system, the result is a conditional universalism of a relativist kind.
Evidently, such an empirical argument requires nuances as to the degree to which features o

W3t 260 EATIFGA2YQ | Oldzrtte gPNNIyd | O02yOSLIiA2y 27

Another way of reconciling a recognition of the relativity of values with a universal morality is to
distinguish between morality of two kinds. Jirgen Habermas, for instance, distieguisiween

Y2NIf YR SOGKAOIT vy 2NNWRSNIY K/S2NBY aY 2N F S N aiS20 2dfRA @S |
regulating the interaction between people with divergent ethical norms, or values. While regarding

the latter as varying according to cultural asatial contextHabermas argues that commeninciples

of justice may be reached through rational debate that elevates itself from the particular values of the
participants®® In her work on the normative character of the EU, Helene Sjursen applies tted am

an explanation of how the diversity in European values may be reconciled with a notion of European
values if these are rooted in principles of justtée.

In the above cited definition of valuéSection 1.1)values are relative to judgements made by
AYVRAGARIzZE f LISNA2YA o0W2ySQa 2dzRISYSyid 2F gKIFG Aa
2T WoKFG Aa AYLRNIOIYG FYR YSEFEYAy3aTdZd Qued 2 KA S
conception of values as personal does not exclude tesibility that the judgement by a person is
universally valid (as opposed to the conflicting judgements by others). This ambivalence of the term

Ad LINBaSyild Ay y20Ar2ya fA1S WIOdNRBLISHYy>Q W, NAGAa
pertaining to and uniting a particular group is highlighted. Still, this does not rule out that the group is
NAIKG 2y | dzyAGSNEIFIE ol arad 2KSy Sdad NBEFSNNRy3
human rights and fundamental freedoms, the rutd law, democracy, dialogue, tolerance,

0N} yaLI NByOe YR a2t ARIFENRGEQ Ay GKS 9dz2NBLISFYy ! 3
universally valid and justify a key role for Europe in the world. The European Security Agenda from
2003,A Securdurope in a Better Worldls exactly about doing good in the world while also serving

80 See gy. Abdullahi A. AsNa'im, "Introduction: 'Area Expressions' and the Universality of Human Rights:
Mediating a Contingent Relationship," liuman Rights and Diversitgd. David P. Forsythe and Patrice C.
McMahon (London: University of Nebrasca Press, 2003).

61 Jirgen Haberma®&etween Facts and Norni@ambridge MA.: MIT Press, 199gferred by Sjursen.

52 Sjursen, "Towards a Common Foreign and Security Policy: Achievements and Challenges," 903.
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European interestg because these dimensions supposedly harmonise due to theincelian the
same set of fundamentafalues.

The debate between universalism and ref@im is of critical importance in the realm of security
politics. If security is defined by reference to universal values, they may be promoted through
international collaboration and integratiorg but also through international intervention and
repression If values, to the contrary, are seen as limited to the boundaries of states or international
organisations, security becomes a question of protecting these in competition with the values of
others. While the notion of national/state security resonateghwihe latter position it is also
O2YLIH GAGES GAGK dzyAGSNEIFIfAAY AT GKS aSOdz2NRiGe 27
own. Similarly, the notion of societal security emphasises the particular values of a society, as
distinguished fronthe values of all human beings across borderst, it does so withouhecessarily
excluding a valuation of the security @l societies. This is obviously an essential nuance,
distinguishing egocentric/ethnocentric security policies from policies tleak g0 harmonise and
promote the security needs of all nations, states or societies across the world.

Realism, internationalism andasmopolitanism

In political theory, a basic distinctide drawnbetweenthree overarching positions on morality in
world politics: realism, internationalism and cosmopolitani&vhile highlighting the international
dimension of security politics, this distinction is instructive for the question of the universality of values
and its implications for the understanding of gats.

Realismimplies that states fight for their seffreservation in an international condition of perpetual

GNP ¢KSNB Aa y2 NR{S F2N) Y2NIXf @FtdzSa Ay AyidSN
own state. Prescriptively, states arepected to pursue their seihterest, and advised not to rely on
international collaboration as a source of survival.

Internationalismh & G KS @ASg GKFG adldaSa F2N¥ || waz2oAasSide 2
interest, allowing for genuine farnational collaboration. Most values are still limited to the internal

life of states, and world politics ought to be organised in a way that allow all states that abide by the

rules to advance the values of their governments, entailing a strong empdrasmitual recognition

of state sovereignty.

83 Variants of this categorization are found in the work of Charles Beitz, Hedley Bull, Chris Brown and Nigel
Dower amongst mangthers. Simon Caney adds nationalism as a forth approach, distinguishing it from realism
2y GKS 2yS KFEYR YR AYyidSNYI (A Zharles R BefiPofiticbhThéddy Snde 2 F
InternationalRelationgPrinceton, New Jersey: Princeton University Press, 1979); Hedley&ulnarchical
Society. A Study of Order in World Polifiasmdon: Macmillan, 1977); Chris Browmternational Relations

Theory: New Normative Approachgtemel Hempsteaddarvester Wheatshef, 1992); Nigel Dowaforld

Ethics: The New Agend&dinburgh: Edinburgh University Press, 1988 alsdristofer Lidén and Henrik

Syse, "The Politics of Peace and Law: Realism, Internationalism and the Cosmopolitan Challerayagting

Peace through International Lawd. Cecilia Bailliet and Kjetil M. Larsen (Oxford: Oxford University Press,
2015).There ae many other ways of categorising the ethics of international affairs, as exemplified by Kimberly
| dzi OKAy3aQa AYUiUNRBRdzOGAZ2Y G2 WDf2o0lf 9GKAOAQ 6KSNB &K
(utilitarianism, deontology, virtue ethics ejcKimberly Hutchingsilobal Ethics: An Introducti¢g@ambridge

Polity Press, 2010).
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According tocosmopolitanis®@ g2 NI R LR f AGAO&a A& dzZ GAYIGSte |
rather than states. World politics ought to be organised in a way that promotes the interests of
individuals on a universal and equal bafis.

The understanding of the universality of values plays a significant role in the three positions. In realism,
values are entirely relative to the actors of world politics. There is nothing that binds states together
in a common moral project or that require states to act in a certain way according to universal moral
standards. The prescriptive position of cosmopolitanism, to the contrary, relies on the assumption of
a set of universal values according to which poliieght to be organised. Internationalism generally
involves a combination of relativism and universalism, where most values are seen as relative to the
state while some are shared among states (either as a historical development or as a reflection of
WSGHSNY dzy A OSNEIF f G f dzS&a0 @

Essentially for our investigation, internationalism comes in several strands, from relativist leaning
pluralismto universalist leaningolidarismWhen contrasted with cosmopolitanism, internationalism

is often defined along therles of the pluralisposition. Pluralism does not allow for any limitations

on state sovereignty except when states violate the rules of the game. It thereby limits international
collaboration to what is strictly necessary to maintain the internationatesys To pluralists, the
current governance practices of the EU, or ewxba UN, are therefore too intrusiyealthough
preferable to an entirely unregulated world without the principles of fiotervention and self
determination®

Solidarismis the view tha state sovereignty ought to be the main ordering principle of international
affairs, but that it should be premisexh the interests of the citizenry. Hence, it does not advance just
any kind of sovereign statehood but political orders that are seen adutve to this goal from a
universal perspective. States have to make themsaileserving obtate sovereignty and may need
assistance in reaching the level whehe right to non-interference is granted. Solidarism thereby
leaves a central role for inteational collaboration, oglobal governancein addressing grievances
across borders and promoting tipgerequisitedor legitimate, representative statehood.

Liberalsolidarists committed to human rights differ from (narternationalist) liberal cosmagitans

by drawing a distinction between basic/fundamental human rights (as universal) and more
comprehensive human rights doctrines (as relative to individual states, nations or peoples). The
former applies as a basis for limited interference across dshatelers, while the latter is left for
AYRAGARIzZE £ aidl (S aThe 2w & Saopldf D) is Wprsnyinent éxanipla 6F dhis
position ¢

As seen in the argument by José Magohe, EU is often presented as a liberal cosmopolitan project
where the sovereignty of the state is transferred to a supranational level in accordance with universal
principles of human rightdn the realm of security, the EU members states nonetheless retain their

4] SNBxX (KS y2GA2y 2F WAYRAQDGARIZ fQ akKz2dzZ R y2ySiKSf Saa

philosophical interpretations. It is, for instance, not reducible to the understandings of the autonomous
individual in the lberal philosophical tradition.

8 A prominent example idacksonThe Global Covenant: Human Conduct in a World of States

56 John RawlsThe Law of Peoplé€ambridge, Massachusetts: Harvard University Press, 1999).
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sovereign authority, although committing to close regiooallaboration. Rather than being strictly
cosmopolitan, European security policies are therefore torn between pluralist and solidarist modes of
internationalism. As demonstrated in the next chapter, EU security policy is solidarist, while the
national searity strategies aremore pluralist in their reiterations of state sovereignty. Referring to
international law as an essential source of national security, they are not realist, however, but
committing to the sovereignty of all states that abide by intaioaal law.

Hence, regarding the values invoked in European threat analysis, we may expect to find pluralist and
solidarist variations of internationalism. Some of the values to be protected, like life and health,
harmonise with universal human rights doge and invites close international collaboi@ for their
promotion. Others, like economic and cultural values, territorial control and military assets are of a
less universal character and lend themselves to the principle of state sovereignty.

In distinction from the unmistakably cosmopolitan notion of human security, the notion cibta
security harmonisesvith this solidaristpluralist balancing between universalism and relativism,

cosmopolitanism and realisfd.9 & LISOA I £ £ & A F finddKn$ore Wraazllp thaéhiby the@ A & F

territorial borders of a state, it can refer to a range of interconnected societies within and across state
bordersg which is how the term society is generally used in the discipline of socitflbgthis version,

the concept of societal security challenges the state centricity of realism and pluralist internationalism
while also challenging the individualism of cosmopolitanism. Instead, it implies the protection of
values at many levels, both inside states, nationally oreggly and globally. Indeed, it resonates with
how security is already addressed through national, regional and global institutions that challenge
realist approaches to national security without realising a liberal cosmopolitan ag&edsa from
liberal cemopolitanism, it is fairly conservative, even reactionary, in reiterating existing social bonds
and boundaries instead of starting from the question of how all individuals can be made as free and
equal as possible. As a normative agenda, societal sedastyes a central role for sociology in
identifying the values to be secured within and across state borders. Which brings us to the problem
that not only moral philosophers but sociologists disagree on what values are.

2.3.Individual orcollective?

The cfinition of values as stemming from the judgments of individual persons could be seen as
implying that the role of values in society is explained by the nature, reasoning, identity or behaviour
of individuals. However, the judgements of individuals caw dle understood through a focus on
social factors, like economic conditions or cultural patterns. This distinction between individual (or
W OG2NRO OSYGNRO FyR a20AFf 62NJ WwadNHzOG dzZNB QO
of values in security politics as the distinction between universalist and relativist conceptions.

87 For an account of solidarigiuralism as a positions of its own, s@ewer,World Ethics: The New Agenda
Here, we rather describe solidarispturalism as a multifaceted continuum.

%8 This is also how the term was introduced@nzan, Waever, and Wild8gcurity: A New Framewofor
Analysis
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reflects debates between libeliam andcommunitarianismbetween rationalisnand constructivism
and betweenrliberalism and Marxism in political science and Ins&¢ional Relations.

In classicociology, Max Weber is associated with individual centred explanations of secidigarl

Marx and Emile Durkheim witbtructural exp I y' I (4 A 2 y & ® sthdy of Suidztie] hié¢ Explaing a
phenomenon that is gemrally sen as deeply personaith structural factors likehanges in theocial
economy®Ly 3ISYSNIf3X KS 02y OSA@Sa O fdzSa | awhiléa 2 OA I €
they appear at the personal level, they are the result of material and @ilaonditions internalised

through processes of socializatiokccording to Durkheinyalues have an essential social function as

a source ofintegration between individuals. When societies become ever more individualistic, the
morality of the individual$s decisive for continuous social integration and political oréer.

CKS y20A2Yy 2F a20AS0l {Q aNIQidENIAND & (i tahigs raaSyRbNAAYFIdzl W &
5dz2N] KSAYALlLY y20A2y 2F a20AS0& | a Wiécogai®dthatl KIy A
modern societies are characterised by extengikgalismof values. Indeed, it was this pluralism that

premised his interest in how integration and social cohesion is still possible, resulting in his notion of

w2 NH | y A O & HgHydiRdreNtfatddéscridties, he argues, social cohesion does not stem from

the equality of valueg that people sharethe san@ | f dzSa | yR Y2NI fAdGe ol & Ay
Instead, it evolves from norms regulating the interaction between peoplé wifferent values,

reflecting how they are mutually dependent. iHastance, a security expetie owner of a private

security company, a manual worker, a politician and a citizen of the country where the product of the
security company is used may holtically different views on what is important or valuable in life.

Yet, they may be united by a set of moral values like individual autonomy and property rights which
facilitate their interaction. In this sense, it makes sense for European securityepdiichighlight
secondorder values like human rights and democrgayot because these are the primary values of

European citizens but because it is the kind of values that facilitates their peaceful coexistence.

Marx takes aneven more structural pespective, explaining the wmlues of persons by material
conditionsrather than personal socialization processes and cultural néfr@nceivingmodern
capitalist society as deeply unjust, divided and conflictua&xplainghe degree of order and secuyit

as a result of repression and alienation rather than social integration. There is therefore a conflict
between securing the predominant false values of a society and realising its geolleivevalue
potential. In this respect, threat analyses foirigson threats to the existing social structuneuld
actuallyundermine the security of theociety as a wholeThe fact that the members of the lower
classes may be strong supporters of the values oftaeis quas seen as part of the problem. Gilga

this analysis relies on a soatainception of values where the judgments by individuals are secondary
to the logic of society as a whole.

Weber rejectsthe structural explanations of Marx and Durkheiseeing themas reductive and
imprecise. Avancing a alternativeof WY S i K2 R2 f 2 3 A [@hefarguegh& kalids RaebriyA & Y

69 Emile DurkheimSuidde: A Study in Sociolo@yondon: Routledge Classics, 2002 [1897]).

°The Division of Labour in Socie?yed. (Houndmills: Palgrave Macmillan, 2013 [1902]).

" Ibid., 88f.

"2 For a critical investigation, séodney G. PeffeMarxism, Morality and Social Justi@rinceton: Princeton
University Press, 1990).
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be explained through the consideration of how individuals relate @ad form their social
environment’® Social structures are still an essential part of the story, as prétonsl for individual

value formations, but it is through an understanding of how pedipiek and acthat we understand

the role of values in societpccording to Weber hie social scientist does not hold a privileged position
fromwhich to evaluate th® 2 NNE Ol y Saa 2 F LIS 2 LI atethémséMedndeSsedd Ly a i S
in asubjectivevalue perspective, and should therefore abstain from engaging in normative debate

the name of sciencé In distinction from the value theories of Marx and Durkhethis approach

does not provide politicians witascientific basis fonormativejudgement and politicgbrescription.

Modern sociology provides a range of variations on this theme of the social dimension of values. In
his afore mentioned work on risiiklasLuhmanndraws on his general theory sbcial system&
Resonating with Durkheim, he sees systems like politics, economy and sciencenagirgaihing
organisms with their own logic. In politics, it is the difference between being in positioppasition

that organises the system. Values like lifealth and solidarity are subjectetb this primary
distinction, getting their significance from the way in which they can help a politician acquiring power.
In a democracy, alluding to prevalentwas$ of a society is a useful political strategy independent of
whether the politician personally shares those valtfeSimilarly, the economic system is organised

by the distinction betweemainingor losing money’’ Markets engage with moral values insofs

they can be transferred to economic valilie distinction from Durkheim, however, Luhmann does not
see the systems of society as parts of a functional whdence the way in which e.g. politics work
does not necessarily support the economic systeme. eThe systems rather compete for
predominance. There is no privileged point from which to evaluate the value claims made in one
system.On this account, there is no basis for a general notion of societal values. The systems of society
will always competdor the definition and appropriation of values, and the field of security and risk
management is a continuation of this competition. According to Luhmann, we should therefore be
sceptical whenever claims are made to acting on behalf of common values.

Bourdieucomplements this critical perspective with a view to tbgicof valueswithin social systems,

or sociaffields He is noprimarily concentratingon how thefieldsmaintain themselves anctlate to

other fieldsbut onthe ways in which valuedefine socialconflictswithin thefields.In his classicThe

Distinction he analyses howot only economic but aesthetic values differentiate the privileged from

the marginalised groups of sociefyThe values gain their value through their role in justiff 3 2y SQa&
position in the social hierarchy. As such, the tendency of elites to value e.g. opera and expensive wine
isa way of differentiating themselves from the crowd, leaving an appearance of elevation. Being able

to live according to the right value§,K S @I f dzZS&4 2F GKS LINRA JA{SABESRI A a
morality has such a function of differentiation according to Bourdieu. For instanceylifike and

#Max WeberEconomy and Societerkeley: University of California Press, 1968 [1922]).

" Hans Henrik BruurScience, Valugs | yR t 2f AGA O& Ay (&dpenhaged:aM8nkdgaarda S K2 R2 f
1972).

> Niklas Luhmanrocial System&tanford: Stanford University Press, 1995).

"®Risk: A Sociological ThepGhapter 8.

"7 1bid., Chapter 9.

8 pierre BourdieuDistinction: A Social Critique of the Judgement of Téstedon: Routledge Classic, 1986).

®The notion of social capital was introduceddntline of a Theory of Practi¢€ambridge: Cambridge

University Press, 1977), 171.
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Weber, he is sceptical towardprivilegedscholars politicians or priestsnaking moraljudgments

about society becausit tends toreflect andreinforce the social hierarchies thaut them in their

privileged position in the first placé.y RS NJ i K $orditg aseyshyadi AW dzy A OSNEIF f AaY
that value claims based on rational argentation in the public sphere (associated with the work of

Jurgen Haberma$) Sy R (i 2 A 3 yoBdiBinatibduch ia2shid edidtion or income) which
fAYAG GKS OKFIyOSa 27F | 00Saa yz20G 2yfteée odypto G2 L2a
F NI AOdzf F i SR LIREAGAOFTE 2 LAY A2 yPlbtisisenbeyaR entpBagisioS |j dzS y (i
security policies on values like life, health and human rights may downplay values like equality and
deprivation because the latter might enflicting with current hierarchies that the policy makers

actively maintain.Similarly, when public agencies evaluate the impact of risks and plan for their
mitigation, the values that define the social position of the bureaucrats, experts and stakeholde
involved are at stak&. A G K |y SYLKIFaAa 2y Y2NB 2N fSaa AygJdAia.
democratic rooting of the mandates and procedures of e.g. a civil protection agency does not entalil
representation of society as a whole.

Ulrich Beck mvides another important corrective to the wayalues figure in security strategies and

threat analysesHighlighting the international dimensions of threats like war, terrorism, crime,
pandemics and climate change, he criticises security policies fiog béased by a national focus. Also

scholars tend to reproduce the image of the nation or state as the primary unit of analysis when
d0dzReAY3a GKS AYLI OGO YR YFyF3aSYSyild 2F ag@@OKSNA a2
LINSEONROGSE IROMWYSORAR2LR t AGIYyAAYQ GKIFEG O2yOSyilNT
character of the threats and their mitigatichRegarding values, this makes the sovereign state less
essential, andéhstead of the question of how to protect the stdtee question be&omes how to protect

the values of individuals across borders through effective international collaboratifmargument

Ad | Y2RS 2F WNBtIFIGAGAAGD dzyAOSNEIFIEAAYQ YSYGAz2yS]
from moral universalism butfrom&2 OA 2t 2 3AOFf 20 aSNWF A2y 2F W3 20|
national political perspectivé.

In his work onliberalism andbiopolitics, Michel Foucaultdisentangles the fundamental pmEse in
European politics diife, health and libertyasprimary valus to be protectedand nurtured Tracing
the historical evolution of this mode of thinking in the rise of modern politics, he rejias
universality and objectivity ofurrent versions ofiberal cosmopolitanism and solidaristhHe does
not argue againsthuman rights as suctbut demonstrates thatheir promotion & part of a broader
social and political culture that is reinforced at the expense of alternatives. In this respect, the

80 pierre BourdieuPascalian Meditation§Stanford: Stanford University Pre2600), 67.

81 Ulrich BeckPower in the Global Age: A New Global Political EcoriGambridge: Polity Press, 200550

¢CKS I NBdzySyid O2YoAySa LISNALISOGAZSE TNRY . SRskQad LINBOJA 2
Society: Towards a New Modernftyondon: Sage, 1992)orld Risk Socief{ambridge: Polity, 2000).

82 Far a discussion concerning this perspective on Euroseanrity, sedBurgessThe Ethical Subject of

Security: Geopolitical Reason and the Threat against Ept&2460.

83 E.g.Michel FoucaultSociety Must Be Defended: Lectures at the Collége De FrancZd@é&w York:

Picador, 2003), lect. 3, 4 and The Birth of Biopolitics: Lectures at the College De France,1DTBg§New

York: Palgrave Macmillan, 2008).
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promotion of societal security in Europe and beyond is a wdyptsttering liberal modernity without
highlighting this¥ & 5 B § & @hé @verarchingationale

Essentially, European security policies associated with ribiion of societal security daot
presuppose a communitarian valuation of society as such. dy ralso refer to the societal
preconditions for the pursuit of individual values. For instance, social infrastructure like electricity,
roads or water may be valued due to their role in promoting the values held by indivigasisieans

to individual selrealisation (hence as extrinsic valuesjather than because of their intrinsic value

as parts of the social fabric. Instead of a collectivist turn towards society, the upsurge of civil protection
and policing as prioritised security concerns may thenefbe a response to a new stage of
individualism where the primary concern of public authorities has become the sovereignty of the
individual®*

Liberaism, republicanism andsocialiam

The distinction between individualist and structuralist conceptionssadiety is reflected in the
distinction between the ideologies of liberalism and socialism. Drawing on fundamental features of
Marxism, socialists regard the values of individuals as a potential hindrance to the realization of values
for all. Also the valess of the masses who find meaning in their current situation instead of realising
their selfinterest through radical social transformation are a hindrance to realising the values of
humanity. Hence, power ought to be transferred from the individual tosttag¢e for the generation of

social equality; as a precondition for the formation of genuinely free individual judgement.

Liberalists, to the contrary, reject any such theoretical evaluation of the values held by individuals,

seeing the role of politicas promoting freedom of individuals to live according to their own values as

long as they do notinderminethe same freedom of others. In modern liberalism, the state has an

essential role in securing this freedom, which requires that the state is sufficeovereign. Hence,

while associated with the limitation of state interference, state security is still a central part of political
liberalism. The exception is cosmopolitan liberal visions where the role of the state is replaced by a
globalpolitical8 A G SYa fA1S We2NI R FSRSNIfAavYQ 2N wOo2avYzLxk
individual freedom and security more effectively than the state system.

In European politics, most positions fall between liberalism and socialism on the scale between
individualist and collectivist conceptions of society and vallibis space igenerallyassociated with
variations of liberal or social democraa§th a more or less regulated market econonmigjowever,
these familiar distinctions can be related to a broeategory ofrepublicanism Like socialism,
republican political theory criticises the individualist outlook of liberalism, emphasising the social
conditions for individual freedom. On the other hand, republicans reject the socialist prescription of

84 David Chandler'Resilience and the Autotelic Subject: Toward a Critique of the Societalization of Security,"
International Political Sociolodgy(2013)O0n regulated individualism as a rationale of EU legislation, see
Alexander Somekndividualism: An Essay on the Authodfythe European UniofOxford: Oxford University
Press, 2008).

8 See e.gDavid Held and Daniele Archibugi, e@osmopolitan Democracy: An Agenda for a New World
Order(Cambridge: Polity Press, 1995); Cadegice Beyond Borders: A Global Political Theangdrew

Linklater, "Cosmopolitan Citizenship,"@osmopolitan Citizenshipd. Kimberly Hutchings and Roland
Dannreuter (London: MacMillan, 1999).
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transferring power from the individual to the state. Centring on the ideal of popular sovereignty
exercised by free citizens in the Roman republic, republicanjgmoses alktructural constraints to
individual seHgovernance. It is not enough that citizens aae interfered wth in their pursuit of their
values. Even theossibilitythat someone would coerce them, relating to an unequal distribution of
power and resources, goes against the republican it¢fesd.we have seen, the understanding of what
this normimplies nonetheless relies on contended conceptions of social structures and therefore
harbours both liberaland socialist leaning variations.

Second, republicanism adds more significanca tii@eralism to the role ofalues in uniting a political
community/republic and defining the meaning of political freedom: efforts of emancipation should
not be guided by an abstract ideal of individual autonomy freed from the yokes of tradition but by
public support for the values that supposedly constitute the asseof society’ The value judgement

that this involvegesonates with the way in which social/structural conceptions of values bracket the
values held by the individuals of a society, interpreting them as manifestations of a certain social logic
in whichthe essential values of society are to be found.

In Europe, the republican concern for individual freedom is associated with liberalism, and
republicanism rarely features as a separate politicakegory Proponents of republicanism
emphasising its anam roots nonetheless see liberalism as@erindividualistidoranch ofa broader
notion of republicanisn®® With a view to the role of values in politics and of how values are socially
constituted, republicanism coheres with the way in which liberalisgeiserally combined with (or
compromised by) elements @bnservatismand nationalismin European politics. It also harmonises
with the democratic and often somewhat conservative forms of socialism among leftist European
parties.

LY RAAUGAYOIHA@Z/Y LBNNERWA AIKRBQ W2 NYa 2F az20AlfA&aY |FyR
as something to be recognised and preserved in their own right. However, in accordance with
republicanism, they do not simply reiterate the values that are most prevalent in society
Congrvatism involves a judgement omhat the right values to maintain in society ageoften in

opposition to new andfbreign/alues. Nationalist variations of such conservatism forfeit an ideal of
adrdSa Fa dzyAGSR 0@ ( KaBitiondR Mililcultafidmitd tReycbrirddy, @I f dzS 2
ascribe a similar quality to values while challenging the nationalist idea and ideal of states as
K2Y23Sy 2 dza -Oldal RUANY 2 \02p

88 For central contributions, se®hilip Pettit,Republicanism: A Theory of Freedom and Governig@xford:
Clarendon Press, 1997); Quentin Skinhéverty before LiberalisgCambridge:: Cambridge University Press,
1998).

87 This emphasisro(American) values is a familiar theme in the US Republican Party, which arguably otherwise
has less in common with republicanism than the Democratic Party. For a tetlmgpleof republicanisnin

the context of peacebuilding, seédichael Barnett, "Building a Republican Peace: Stabilizing States after War,"
International Securitg0, no. 4 (2006).

88 This is aentral claim of the previously citeettit, Republicanism: A Theory of Freedom and Government
SkinnerLiberty before Liberalism

89 David Miller,On Nationality(Oxford: Oxford University Press, 1995).

O Will KymlickaPolitics in the Vernacular: Nationalism, Multiculturalism, and Citizer{€hiford: Oxford
University Press, 2001).
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Against this background, we see that there may be extensive variation icotieeptions of values
evoked in European security policies, and that there will never be a straightforward meaning of the

Wkt dzSa 2F |
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IS posed to European vakiin 2015 relies on questions like whether European values are actually
shared across Europe, whether they are universal and hence warrant an outright refutation of the
political claims made by thé&S, whether the values rely @tonomic, military and ctural structures
rather than on the will of individualsjnd what it therefore takes to secure them.

The relationship between the political positions on the universality and sociality of Vatueduced

in this chapteiis illustrated in Figure 1.

Critical

\\\\\\\\\\\\\\\\\\\\\\

Universal

Cosmopalitanism
itanizm

Solidarism

Liberal

Individual

Sociglism

]:i:bf‘i‘ﬂﬁsj;ﬂ

Communitarianism

uuuuuuuuuuu

Relative

Anarchism

Figure 1: Conceptions of values according to universality and sociality

Since the fall of communism in Eastern Europe, European politics have mainly been characterised by
variations along the scale from liberal democracy to sociatatzacy, and between solidarist and
pluralist variations of internationalism (e.g. in positions for and against a strong European Union). This
scope is marked bthe inner circle of the model. It delineates the focus of the analysis of risk

assessments ithe next chapter.

Before we turn to that analysis, welilnow look closer at two examples from ongoing research in the
SOURCE projethat illustrate the salience and complexity of positions on the moral and social
character of values for the understangi of threats The first example iaboutthe ways in which the
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security needs, as compared to teecuritythreats highlighted inhe media.

2.4.¢ KS WNBWEERSR whorf, and how?

Publications of mineghocking pictures can sometimes represent pivotal moments inutiravelling

of human crises. One example of this can be found in the picture of Kim Phuc, a teenage Vietnamese
girl, running away from n@lm bombing in 1972, in utter pain, burned to the skin, naked. This picture
captured the final fall of Saigon, and the eventual failure of American ddoadeefforts to keep

South Vietnam out of the communist orbit. Another, more recent, example iplibéograph of Aylan

Kurdi, which was published in early September 2015. Aylan Kurdi was a two years old Syrian child, who
had embarked with his family on a boat from Turkey to reach Greek shores. Weather conditions
changed abruptly, which happens oftentlre Mediterranean, causing the boat to capsize and the
young Aylan to drown, along with his elder brother and his mother.

When the photograph hit the mainstream media, in early September 2015, it resonated with, rather
than ignited a Europ&ide controvesy about the fate of the tens of thousands of human beings
desperately trying to reach the old continent. The image of the toddler faced down, stranded on the
sand, still wearing his clothes but drowned and dead shattered consciousness across the colttinent
prompted journalists to write ofeds, activists to demonstrate and politicians to deliver statements.
In a word, it widened an already vivid controversy.

The dispute dealt primarily with how to name those human beings who arrive, or tragically fail at
arriving, in Europe? Are we to talk about migrants, refugees, asylum seekers or illegaks?stdke

was how to take care dthemQ Should we provide assistance and relief? Should we arrest and return
them to where they came from? Should we, on thattary, extend international protection to them?
What was the meaning dBareQin these sharply different, even radically contradictory, logics of
action? Finally, the question of who should be responsible for them also gained -stager Should

we coninue with the rule according to which the first country of entry is responsible for processing
asylum requests? Should we on the contrary suspend this rule, as the conservative German
government had attempted to do in late August 2015? The controversydtag not only the nascent
European common asylum system, but also the thirty years old regime of free movement in Europe,
as an increasing number of European Member States startedtneducing temporary border
controls under art. 2.2. of the Schengernrtder code.

The refugee/migrants crisis therefore provides a particularly rich terrain where to observe how
different actors bring in values when they make claims about security, protection and rights in Europe.
In what follows, we start by questioning thgsue of values as they relate to societal indifference.
Then, we move on to tackle the (in)securitisation practices that are at stake in naming human beings
as refugees, migrants or asyleseekers. Thirdly, we look into these struggles over naming as the
occur in two separate instances: the reports of Frontex on the one hand, and Al Jazeera reporting on
the other.

D6.1¢ FP7¢ 313288



Societal
' Security
Network

Crisis, values and indifference

The current public controversy over the acceleration of arrivals of human beings at the external
borders ofthe EU is usually framed asésisi€ Crises refer to temporary, exceptional and abnormal
situations, which disrupt the usual state of affairs for a certain period of time. Crises start and end,
their resolution opening the way for normalization. One ymaonder whether the term applies
accurately to the current situation however, insofar as people have been drowning in the
Mediterranean by the thousands for over two decades now. As a matter of fact, he organization
Watchthemed?, the network Migreuroff and the PICUM platform have documented over 13 000
border-related deaths, most of which aredated at sea, in the period 88-2012*

Des morts par milliers aux portes de I'Europe

Nombre de morts (janvier 1993 - mars 2012)! ' ’
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Figure2: Deaths in thousands at the gates of Europe

91 http://watchthemed.net

92 http://www.migreurop.org

9 http://picum.org/fr

94UNITED have documented more than 23 000 deaths since 1993:
http://www.unitedagainstracism.org/campaigns/refugemmpaign/fortresseurope
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Most of these deaths have gone rather wticed. This observation begs a number of questions: why

is it that European societies have produced emotions and debate over this issue only now? Why, more
specifically, is it that the controversy over these deaths has been contained to such smatl @uetivis
political circles for such a long time? Why is it, more specifically still, that those vast sections of
European societies have, so constantly and for so long, lacked any sort of empathy towards the
victims?

Any analysis in terms of values, sociaialotherwise, should first come to terms with this striking
absence of reaction. Although values do not necessarily mean empathy, it is widely acknowledged
that they are unevenly distributed across societies. Not only are values different (societal, acpnom
political, national, etc.), but some objects and subjects are more valued than others. The temporal lag
between the moment when people start drowning in the Mediterranean and the moment when other
people start caring about this tells us much about whappens when human lives are not valued at

all. Indifference, rather than values, prevails in this case and one must consequently first reflect upon
the social conditions of possibility for this indifference.

In a recent article, Tugba Basaran looks ik active politics whereby indifference is created and

used as a means to govern security. She observes that distress calls passed by ships of migrants and
refugees are increasingly left unanswered by commercial and other boats cruising in the
Mediterranean. Suclbehaviourrepresents a blatant breach of the most fundamental rule of the law

at sea, according to which captains have a legal obligation to provide assistance to other ships when
they are in distress. But seafarers are made to look the other wadkidthreat of prosecution in case
GKS®@ INBF KSfR NBalLRyaAofS F2NI FIFEOAETAGFGAY 3 KdzYl y
wordsYhcreasingly, the duty to rescue at sea is at risk of becoming limited to an inner circle of human
beings,as it is transformed from a question of duty encompassing all human beings into an optional
act of charity for some people. Duties areed tothe other person, whereas charity can be weighed
against other considerations, such as the seriousness oftiltion and questions of convenience or
financial results, and is open for individual utilitarian calculat@hidere, we see how the morality of

values is embedded in social structures that influence how they are perceived and acted upon in
practice.

(In)securitisation practices, symbolic struggles and the production of unworthiness

But how are the lives of the others, of the drowned and the disappeared, being stripped of any value

a2 GKIFIG WwgSQ R2 y2i0 OFNB T2 N WitkeSinstplace? Politicalh & § KA
sociology and critical approaches to security studies are of particular relevance here, insofar as they
inform us about the socigenesis of human groupings.

Critical approaches to security studies pay particular attentiorpitactices of (in)securitization.
Practices of (in)securitization comprise the whole range of human activities whereby a line is drawn
between an object of security, that which must be protected, and a threat, that which jeopardizes the
object of securityThe metaphor of the lin@lrawing aims to capture a vast array of complex practices

% Tugba Basaran, "The Saved and thewbred: Governing Indifference in the Name of SecuriBgturity
Dialogue46, no. 3 (2015): 9.
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that professionals of security, both public and private, police and justice, intelligence and military,
internal and external, have successfully claimed to legitimatelyapolize®

Furthermore, the political sociology of Pierre Bourdieu highlights the central role that the symbolic
dimension plays in how human groupings emerge and dissolve. The categories of perception and
appreciation, including values, that actors useawlthey construct the world around them, are key in
understanding how social groups form. Very different groups will form depending on whether the
categories of identification draw from the soed@onomic criteria, or from ethnoultural values.
Classbasel politics differ quite radically from radeased politics. But these categories of perception
and appre@tion do not come from nowherd.hey are neither natural nor Gagiven. On the contrary,

they are shaped by symbolic and political struggles. Sonoesagdb battles over the legitimate criteria

of identification that human beings often unwittingly draw on when they approximate or differentiate
amongst their peer§’

h@dSN) GKS LI adg O02dzLd S 2F Y2y iKasx K2g (8mhlicyS GKS
A0NHA3t Sd {K2dAZ R ¢S GlFf1 lFo2dzi + WNBFdASS ONRaAaA
2F gKIG WGKAAQ A& FYRI Y2NB AYLRNIFyGfter KOG Wi
here. A rightsbased logic of inclush affirms that the human beings who arrive at the external border

of the European Union are entitled to international protection. They are the ones to be protected. On

the contrary, a securitpased logic of exclusion holds that these human beings arelgnarigrants,

if not illegal migrants. Thegre outsiders whanay present a threat to the cohesion of the social fabric

of European societies, or even to the security of the State and that of the institutions. They are the

ones that the professionals of @erity should protect Eugge from. This symbolic struggleels the

dynamics of (in)securitization practices, whereby lines are drawn between threats and objects of
security,

Frontex and AlJazeera as contrasting illustrations

We will provide an illustradn of these controversies by looking into a number of instances of symbolic
struggles over the labetigand characterization of the human beings arriving in Europe. The death of
the young Aylan did not so much ignited the migrants/refugee controverslyrasonated with the
dispute in such ways as to increase its societal echo and impact. The row over how to nhame what was
happening in Mediterranean had been going on for a while already, when the photograph hit the
news. On 20 August 2015, Salah Negm,dinector of AtJazeera English, decided to stop using the
word migrants irfavour of the word refugee in reporting deaths in the Mediterranean. According to
Barry Malone, the online editor of the same channel:

% Thierry Balzacq et al., "Security Practices)htarnational Studies Encyclopedia Onlied. R.A Denemark;

Jef Hugmans,The Politics of Insecurity: Fear, Migration, and Asylum in th&tion Park; New York:

Routledge, 2006); Didier Bigo, "The (in)Securitization Practices of the Three Universes of Eu Border Control:
Military/Navy ¢ Border Guards/Police Database Aalysts,"Security Dialogud5, no. 3 (2014).

97 Pierre BourdieuPropos Sur Le Champ Politidugon: Presses universitaires de Lyon, 2000); David Swartz,
Symbolic Power, Politics, and Intellectuals: The Political Sociology of Pierre Bumalin: The University of
Chicago Press, 2013),(122.
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The umbrella term migrant is no longer fit faurpose when it comes to describing the horror
unfolding in the Mediterranean. It has evolved from its dictionary definitions into a tool that
dehumanises and distances, a blunt pejorative.

It is not hundreds of people who drown when a boat goes dowheirMediterranean, nor
even hundreds of refugees. It is hundreds of migrants. It is not a petgenyou, filled with
thoughts and history and hopeswho is on the tracks delaying a train. Itaisnigrant A
nuisance.

It already feels like we are putting a value on the word. Migrant deaths are not worth as much
to the media as the deaths of otherahich meanshat their lives are not. Drowning disasters
drop further and further down news bulletins. We rarely talk about the dead as individuals
anymore. They are numbets.

This positioAaking came as a cleaut criticism of what had been the overall framing tbie
mainstream media, the national, European and international bureaucrats, as well as polgizifans
Already earlier in theismmer the Eurotunnel company faulted delays in the crossing of the channels
on W A 3 NI vy i ®Qcaréfullyichaden wdrddeed. David Cameron, the British Minister, had
depicted the Calais situation adtavarm of peopl€lrying to reach Britain.

Al-lJazeera. It prompted a series of clarificaiéitom news media. David Marsh offered the folling
reasoning in the name dhe Guardian

You will still see the worghigrant<br YhigrationCin the Guardian as a general expression to
cover people who for whatever reason have moved, or are moving, from the country of which
they are nationals to another. Bdefugee Wisplaced peopl€and WHsylum seekef3all of

which have clear definitions, are more useful and accurate terms than a-a@htelvel like
YhigrantQand we should use them wherever possible.

Paolitically charged expressions such&@sonomic migrant@ genuire refugeeQor Wegal
asylum seekefkhould have no part in our coverage. This is a story about humanity. Reporting
it should be humane as well as accurate. Sadly, most of what we hear and read about
Yhigrant<ls neither®®

The controversy was not camitied in the columns of journalists and media owgl&the UNHCR took

a clear position, recalling the legal distinction between migrants and refugees, teebaing entitled

to international protection as provided by the corresponding4aiding interndional regime. It went

on arguing that most of the human beings arriving at the external border of Europe probably qualify
as asylurrseekers and, once protection was granted, as refug&&ome other international as well

as European organisatispontinued insisting on théhigrant<2erminology. The IOMunded project

%http://www.aljazeera.com/blogs/editorsblog/2015/08/atjazeeramediterraneanmigrants

150820082226309.html

92§ 5SNARS ¢KSY |a WYAINI y(adee GuakdanAvaalileat: £ £ ¢ KSY t S21L
http://www.theguardian.com/commentisfree/2015/aug/28/migranseoplerefugeeshumanity?CMP=fb_gu

0 pl /wd SHAMpPO | bl / w *ASgWEach S Riyht? UNHCR dadafiabl@at:2 NJ Wa A I NI Y i
http://www.unhcr.org/55df0e556.html
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thissing migrant&eeps on refereeing primarily to arrivals as those of migrants, including reftigees
Maybe the stronger stance in this regard is that of the EU agency for the contmtieshal borders,
Frontex. The wordtefugeeQdoes not feature once in the second Frontex Risk Analysis Network
Quarterly Report 2015, which was published in early July 2015. It remains to be seen whether the
position of the agency will shift, even slightlp the next issue of this series, which is due in early
February 2016°2

This short survey has investigated the controversy over the deaths in the Mediterranean and, more
generally, at the external border of the European Union as it developed over thsipasonths. The
publication of the picture of Aylan Kurdi has certainly not ignited this dispute, which has been going
on for a while longer and especially gathered pace at the end of the month of AR@ffstit however
dissipated a widely shared andnlp standing indifference towards the lives of migrants, which are
constructed as unworthy of attention, walued in a sense, by complex mechanisms of power and
governance.

Once it broke free from rather small circles of activists and militants, the eositsy spread across
different social worlds, including that of the media andoalsternational bureaucracies. Aek
guestion here is how to nhame the human beings who arrive at the external borders of the European
Union. The term#higrant<ls located wihin a broader discourse of (in)securitistion, whereby a line is
drawn between those who arrive, and the European societies where they arrive. In this discourse,
migrants threaten European societies, the cohesion of its social fabric, the sustainability of
economic welfare, the integrity of its political institutions. European societies should therefore be
protected from those migrants, who must be kept at bay at all costs, including human costs. The
production of indifference as a politics of activedetting finds its place within this discourse. The
term Yefugeethowever, opens up on an alternative discourse whereby it is those who arrive who
must be protected from the hurdles and obstacles that Europe has set up on their dangerous routes
towards saéty and asylum. Beyond claims of accuracy and precision, it must be clearly understood
that the term ¥efuge€lakes on meaning in a broader and inclusive rididsed discourse, whereas

the term Yhigrant<lends to be located within aaxclusionary discase of (in)securitisation.

2.5.Everyday security: \Wat do people really valug and what do they fear?

In this section, the threat responses of public securiBasuresare compared with whiecitizenssay

that they value While the role of valueg in the andysis of what security threats are and how
adequate measures look like can be examined on many levels, our focus here will be on the
perspective of the European citizens themselves. Based on data from qualitativestsachired
interviews which hae been conducted in the SOURCE projéaterviews from 5 countrie$® are
analysed® One of the aims of the interviews was to provide a broad and complex picture of societal
security based on everyday experiences of citizens, which is why the topics wereskggateaal as

101 http://missingmigrants.iom.int/en/surgemigrantincludingrefugeearrivalsgreece

102 Frontex_Analysis_Unit, "Frontex Risk Analysis Network Quarterly Report Q2 " (Warsaw: Frontex, 2015).
103 Austria, Germany, Norwaglovakia, the Netherlands.

104 SOURCE Work Package 3, D3.4, p. 85.
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possible with regard to the typical standard security topics. We also included respondents from lower
socioeconomic status, as well as a few with mid and high status, and tried also to cover citizens who
are often leftout in many similar re=archesg marginalised people like homeless persons, asylum
seekers, (eyaddicts, sex workers and prisoners.

The analysis examines what kind of social values are of importance for the respondents, how they
rank these values and how these are challenged setting of (ifsecurity. While security topics in
media and political debates often tend to be on a broader, global scale and involve a certain hype on
specific issues, the conception of security for the respondents tends to be on the basis of gveryda
security. This means that basic topics of security are prevailing amongst the respoqtapits like

job security, security of relatives and friends, or mundane problenpsimarily with the aim of
maintaining a certain status quo or having a cergiedictability of life.

l'a &adzOK A4 OFry 0SS 20aSNBSR GKFd ¢6KSyYy FaliSR I 062dz
with the following quote:

Becurity for me is to be safe in your daily surroundings, the places to walk. It is really important
that the overall conditions are kept in order. Such as the firemen, the police, and the hospitals.

It is really important for me to know that those things are up and running and that they are
actively doing something to prevent things from happening. Isis imhportant to me that the

place | live is safe and that it is a safe place to stay considering fires or other threats. It is crucial
that you always take precautions inyourlifg y SQa NXI a2yl o6fS asSyasS Aa
You need to stay awakand keep your eyes op€kRespondent NOR.7, Male, 56 years, no
permanent job, alcoholic, Norway).

7

lf 0K2dAK Yz2ald NBalLRyRSyGta R2y QG aidlidS GKSANI 02y«
of security and life in general appears to be a comrsmency amongst respondents:

Y GKAY]l GKFG &aSOdzaNRGe A& GKFEOG AT L 32 G2 Y@ |
at night and that everything is still the sarf¥Respondent NL.9, Male, 48 years, cook,
Netherlands).

Wamrarely insitust 2y 4 g KSNB LQY fFO01Ay3 aSOdzZNAG&T o6 dzi
less secure, because | have to accomplish them in a shorter period of time as usual, like e.qg.
purchases, public authorities, letterings, €¢Respondent AT.22, Female, 46 rgea
unemployed, trained translator, Austria).

WKS FFOG dKFdG L OFy 32 gKSNBGSNIL g¢glyd G2 32
safe in my environment; | can go from A to B without any problems. Security can mean a certain
routine too, gang to work in order to earn money and return hof@&espondent NL.12,

Female, 42 years, facility manager, Netherlands).

This corresponds with what Giddens calls the ontological seaumiganingthe confidence that most
human beings have in the contityof their seHidentity and in the constancy of the surrounding social
and material environments of actid®>While a stable environment or surrounding provides a feeling

105 Anthony GiddensThe Consequences of Moderr{@ambridge: Polity Press, 1990), 92.
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of security, deviations of the continuity can lead to situations of insecuritgtéded by respondent

AT.22). Interestingly, ontological security seems to be independent of the-soccimmic status of

0KS NBALRYRSydGasz odzi NIYGKSNI I WdzyAGSNEIf Q NBIj dzA
amongst respondents with psychologl problems, for whom a certain predictable daily routine is

most important for coping with their disabilities:

Whave a specific routine that | do every day. | feel safer when | have something to do every

day. | have to take my medicine at specificiscand make me sleep for a few hours. Then at

y22y oX8d ¢KSYy L 02YS KSNX wX6d ¢KSy L 3I2 az
like and | like to be very punctual about)iRespondent NOR.10, Male, around 50 years,
schizophrenic, Norway).

Simibkr assertions can be observed amongst homeless respondents, where a daily routine is also
essential for a feeling of securigywhich is however much more difficult to accomplish due to a home
being crucial for a routine. Especially when relating to¥her marker$bf ontological security?the
importance of housing for security is sho#) home is a place of constancy in the material and social
environment; 2) home is a place in which the-ttagay routines of human existence are performed;

3) home $ where people feel in control of their lives because they feel free from the surveillance that
characterizes life elsewhere; and, 4) home is a secure base around which identities are cori3tructed

LG AayQd 27F YdzOK & dzNLINR awheniaskdd oot iBeir pdesghRl Sityiré @ind ¢ A (i K 2
what it is that gives them a feeling of security, often respond with the necessity of finding a permanent
place to stay:

Wy GKS FANRG LI FOS G2 FAYR |y | LXIReRovidenyfld I YR
AT.23, Male, 52 years, shelterless & unemployed, Austria).

Wfter getting evicted | was at the bottom, but | somehow ran into a community worker at the
Café Exzess [a café frequented by autonomists]. He brought me to a doctor, because | was
reallysick back then, and to an accommodation for homeless. He then also helped me finding
an apartment. He negotiated with the city for the apartment, since as a community worker,
he knows the legal situation a lot better than | do. The city agreed and naweldgain an
apartment. The problem with being homeless is that you have never the possibility to f&treat.
(Respondent DE.6, Male, 55 yearsskeelterless & unemployed, Germany).

Viceversa, when asking neshelterless persons, housing is often consédeas an important factor
regarding something that is providing support to manage everyday challenges, or as something that
makes them feel secure. The quotes above thus show already what is of importance regarding the
intrinsic feeling of security amongatlarge part of the respondent.

A daily routine and being in control of their lives, paired with a safe place to¢stausingg is
evidently an important part of feeling secure for citizens. And thus challenges to the main aspects of
ontological securit are seen as a threat, and sometimes even as something respondents fear:

W5 YO tIRISGGET bHBCKSNBEQa b2 tfFIO0S [A1S6F012YSY hyid2f;
lliness in the United StatesSocal Science & Medicir4, no. 9 (2007): 1930.
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Y R2y Qi GKAYy]l G22 YdzOK | 62dzi Y& TFdzidz2NBo . dzi
next morning. | am afraid of becoming cdReS LISY RSY (1Z L R2Yy QWS &I ¢fX¥8 (i 2
LF L OFyQil 32 2 dzi a NReSpbnddnt DB MK, Fenfalk, B yearsprétied & | &
widowed, Germany).

b2 o0SAy3a TFdAfte Ay O2yiNRt 2F 2ySQa ftAFS A& LISN
people and when projectingrofuture situations, and thus also experienced as a situation of insecurity.

Similar anxieties can also be observed in other quotes ahdwe/ing no home is also a situation of

not being in charge. In instances where it is obvious that one cannot bentrotof the situation,

even if it influences the life and the security of peopléor example regarding health, crime, or

disasterg; it is important to be able to trust other institutions handling those situations, as respondent

NOR.7 (see first quote D) states it.

Another aspect of ontological security can also be associated to personal financial security. Since many
facets of life are affected by economic difficulties, financial issues are perceived as a threat and hence
related to security:

Wthink security is connected closely with money. Without money, you are afraid of what is
J2Ay3 G2 KIFILWSyd LG YI1Sa8 @2dz AyaSOda2NBa 6 X0 |
(Respondent SK.1, Male, 29 years, technician).

Especially the insecurity teli SR (2 2ySQa 220 Aa | 02y OSNY o6KAOK
when the topic of financial issues emerged:

WF L f2aid 0GKAA @2N] X L ¢2dAZ R 0SS O2YL}X SGSt e
accommodation. | would lose th&RespondentK.3, Male, 33 years, stre@per vendor,
Slovakia).

The main fear here is losing a steady income which is required for most of the needs in life and is even
AYONBFASR AF 2yS A& y2iG 2yfteé NBxhklpgude)dhid® orF 2 NJ 2 y ¢
other relatives. Having a job is thus being translated into being financially secure to provide for the

many facets related to the economic needs in life. This financial insecurity can also be experienced
independently of the socieconomic statu®f the respondent, as even with a relative stable life and

income, those fears are expressed by respondents:

Wctually | have only few insecurities. Sometimes | think about if | will succeed in providing an
economic stable future for my child, in order fiam to have the possibility in choosing the life
he wants to live(Respondent DE.16, Female, mid 40ies, consultant, Germany).

These examples show the connection to ontological secgatiack of money, the possibility of losing
the job is experiered as a disruption in the continuity of life, of dday routines and a form of
losing control of life amongst the respondents.

Social support in such situations of insecurity is experienced highly differentiated depending on the
current life-situation of the respondent. For some, support from family members is highly valued (cf.
Respondent AUT.1) while others rely on peers, who are in similar situations (of insecurity) (cf.
Respondent NL.3). A distinction is difficult to establish, as the life histwlyexperience of each
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individual plays an important role in the social support they chose to rely on. Especially amongst
respondents with a lower socieconomic status, or with marginalised respondents, social support can
also appear to be absent or igjelto their experiences, not expressed as important as it is for others.
They rather rely on themselves being responsible for their security instead of having to count on other
people (c.f. Respondent AT.23). Also as the first quote already showed $pdnident NOR.7), many

also rely on support from social welfare systems (c.f. Respondent DE.1) and other state or social
institutions in situations of insecurity (c.f. Respondent NOR.17).

Wriends and family [are important], in order not to go off the radshave somebody to talk
to [about problemsdRespondent AT.1, Female, 23 years, Student, Austria).

WKSY L gla ftAGAYy3d 2y (KS GNBSiGaz L 3204

a
started as a solidarity group of 20 asylum seekefs 2 ¢ SNB f AGAy3I 2y GKS
R2Y
g1

LIS2LX S INBS F2NOSR 2yi2 (GKS adiNBSdiaz (KSe

G§23SGUKSN) YR RSOARSR 64S ySSRSR (2 N}YAGS |
(Respondent NL.3, Male, 38 yeaefugee from Somalia, unemployed, Netherlands).
Wy F2NldzyFG6Ste L +Y (GKS 2yte 2yS gK2 OFy o

parents died | am alone. | have8Zriends, but | rather try to cope with it alo@Respondent
AT.23, Male, 52 yes, homeless, Austria)

2|

01

Y Y NIYGKSNI O2yOSNYySRd o6X0 .dzi Ay GKS YSIyGAa

Germany creates some amount of secufifgespondent DE.1, Male, mid 30s, researcher, soon
to be unemployed).

Whave gotten a lot of élp from this centre where we are sitting now. They help me fill out

LI LISNE FyR L OFy 02YS KSNB FyR S8t alTSd X6

working at the place where | live are also making me feel@&fespondent NOR.17, Female
approx. 35 years, sex worker, Norway).

Lastly, apart from thentological financial everyday securityrespondents also relate security to the
mediahyped threatbased approach of crime and war. Although this topic was not always mentioned
primarilyA G A& LISNOSAQGSR Fa | (2LAO0O 2F AyaSOdaNAidesx
actual situations of threats. The spatial or temporal proximity to certain events of insecurity can
reinforce this sense of insecurity. Examples which were meatioby the respondents were the
attack on the Charli¢iebdo editorial offices in Paris (temporal proximity), the attacks of Anders
Breivik in Norway (spatial proximity), or the Ukraine conflict (temporal & spatial proximity mainly
observed in Slovakia).

Snce many of the interviews were conducted with respondents living in an urban setting, thaisat
insecurities are also perceived by respondents as areas in cities that are to be avoided, due to
experienced or reported criminal activities or due to ght@ir amount of migrants:

Wes, areas likegfen and Grgnland. [Areas near the city centre of Oslo, which are known for
their multicultural atmosphere but also in the news for criminal actions.] Those areas are filled
with Africans who shoot people on thigeets. They also stab people to death with knives. |
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think it is safe to just stay away from those areas. | have never experienced anything myself, |
have just heard other people talking abou€iRespondent NOR.4, Male, 18 years, Rumanian,
was sheltedss when he arrived in Norway a few month ago).

Interestingly, especially these situations of insecurity are seldom combined with coping strategies,
support seeking or other conflict resolutions, except for avoiding situations or place where insecurity
might occur. While in general, the respondents tend to have a good opinion of law enforcement
agencies and attribute them a role of safeness, when related to the above mentioned situations, the
reliance on the police tends to be lower amongst the respondergad increases the avoidance of
places and situations:

WYalways try to be at places where there are a lot of people. | try to avoid abandoned places or
streets. | definitely feel vulnerable when in these places. | was robbed twice in my life. Both
times the police stated that | was at the wrong place at the wrong time, thereby trying to make
it my mistakeCQYRespondent NL.1, Male, 45 years, Restaurant Manager, Netherlands).

The value of ontological security

As this overview with the interviews of Eyan citizens demonstrates, issues of ontological security

FNBE AyaSOdz2NAGAS&T WIyERASIG Aaddalevél yARhoughtniediyied LIS NI &
securityevents have their effect, it appears as if the mundane problems and the struggle for
Wongancy of the surrounding social and material environments of aG®the more important

agenda item®” Whether of being higher on the soegzonomic ladder or being marginalised in any

way, for many of the respondents routines and control of life arartBecurity issues. And as such

support from family, friends, partnership and peers is valued highly, in order to cope with
uncertainties and insecurities.

Thisfindingis instructive also in the sense that security policies that prioritise-pigfile hazardsat

the expenseof everyday security concerrnisconcerns of far higher probability but much smaller
impact as a on¢ime event,may behighly problematic. This concern should be reflected in the ways
in which threats are analysed and risks assedsegkneral, the findings from this survey illustrate the
arguments of Luhmann and Bourdieu referred above, regarding how policies refernmduies and

risks of the citizensnay still fail to recognise the values and needs of those worst off, unwittingly
reinforcing social hierarchiesn the next chapter, we turn to tht&andscape of risk assessments in
Europe, analysing which threats that are considered important and what underlying positions on
values these assessments manifest

107 Giddens;The Consequences of Modernity
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3.  Values inEuropean Theat Analysis

With their role as securing the values of European citizens, risk assessments and security strategies in
Europe indicate which values that are prevalent and how their political implications are perceived. On
the other hand, we have also sebaw such threat analyses are inherently biased and reflect strategic
political agendag, be they perfectly democratic or otherwise. In this final chapter, we provide an
overview of threat analyses across the civil and military domains, starting withhteattpictures
presented in the security strategies of European countries and the EU. Then, we turn to risk
assessments in the field of civil protection, some of which integrate military threats. While comments
are made along the way regarding the valuegoilved, the reader is invited to critically apply the
conceptual framework from the former chapters in the interpretation of the approaches and results

of the assessments.

3.1. Threats to Europe: EU and National security strategies

With the collapse of theSoviet Union, then Yugoslavia, then the terrorist attacks of 9/11, and
subsequent attacks in the EU, European countries have rewritten their national security strategies,
reorienting them away from the prospect of conventional or nuclear war with Russiard the

threat posed by nosstate actors, failed states and regional conflicts. Whereas prevailing western Cold
War national security strategies were predicated on an arms race with an enemy seen to pose an
existential threatwe have seen howontemporay national security strategies are premised on the
protection of national values, wayd-life, freedoms, and so forth-or instance, thd=renchWhite

Paper on Defence and National Security from 2013 opens its analysis with the following observation:

Without wishing to underestimate the potential of certain states for doing harm, or ignoring
the risk of a strategic shift, France no longer faces any direct, explicit conventional military
threat against its territory. Unlike many other countries, for thstfiime in its history it has

the good fortune to find itself along with its European partnersin an exceptional climate

of peace and stability. It is a member of the European Union, a political entity that has made
any prospect of internal conflicuge unthinkable. Furthermore, since the end of the Cold War,
the European continent has ceased to be the epicentre for global strategic confrontation. This
is without precedent in the history of our continent: for more than 500 years, Europe has been
at the heart of historic global power struggles, either of its own making through its colonial
ventures, or which it has suffered during the two world wars and the long Cold War that
marked the last century. Nowadays, Europe contributes to collective seloyritglping to
contain regional crises. It does this by defending universal values. It is difficult today to imagine
that it might be the source of a major conflict. This is a new situation for Europe and for France
in particulari®®

108 French Ministry of Defence, "French White Paper on Defence and National Security,” (20A%ilkdle
at: http://www.rpfrance-otan.org/White-Paperon-defenceand.
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This predominant vievis both a tacit acknowledgement that the contemporary threats to national

security are no longer of an existential magnitude, and a means of ensuring continuity in the
extraordinary powers of security and military forces borne of war and espionage, from tlomes
intelligence services to alliances like NATO. Freed from their traditiondigieing role and handed

a flud mandate that includes peadeSSLIA YIS KdzYF YAGEFNAIFY 2N Wf A0S
terrorism assistance, failed states and disaster resgo defence has come to embody a whole host

of national security issues, while national security itself now encompasses a range of security or
pseudo security issues that in no way threaten the security of the state, as defined as (the integrity of)

an omganized political community living under a single system of government. Instead, they defend

the security of individuals within and across state borders. This includesmade risks and hazards

adzOK a WK2YS 3INBgyQ (SNNENAARY ZW AT eAoYS NIBNA XISy IySoxx
Wyl GdzNF £ RA&AFAGSNRAQ fA1S SIFENIKIdZ 1{Sa yR Ff22Ra&d

Risk assessment at the member state level is strongly shaped by national security concerns, which can
therefore be seen to encompass more and more threats, and broader ggeseof securitisation,

which arise when issues not previously related to the security of the statey. food security,

extremism, climate change and health pandengcae framed as security issudBut in examining

the values that have shaped the dempinent of national security strategies and broader risk
FdaSaaySydaas Go2 Fdz2NIKSNI FFOG2NR ySSR (2 o6S GF1S
Gt dzSaQ adzOK a4 RSY2ONI Oes KdzYly NR INKGRKasHesy RRD K S
of national security, which at its most basic manifests itself in the claim that security policies are
ySOSaalrNE FT2NIy20KAy3a fSaa GKFy 0KS RSFSyOoS 27 ¢
national security and defence policies, waiiwere traditionally seen as separate realqie. the

security of the state and the defence of the natigiut which since the end of the Cold War have
AYONBI aAy3afte YSNHSR (G2 | RRN’Saa GKS OKIFffSy3aSa
nebulousthreats fromnord G 4GS +F QG 2NE® ¢KS WYATAGIENRAFIGAZ2YQ 2
expected to shape elements of risk assessment and mitigation in much the same way that
securitisation affects public policy areas not previously considered matfenational security. To

provide a snapshot of how these two issues play out, we will briefly examine the role of values and
threats in the formulation of national security strategies in the UK, Netherlands, Germany, Hungary

and the EU

A commitment to denocracy, human rights and the rule of law does indeed run through all six of the
internal or national security strategies we examined. In Germany, security policy is explicitly driven by
the values set forth in its Basic Law, which are seen to comprisedtti@nal interest of the country,
WAY LI NIAOdz I NE (2 LINBaSNBS 2dzaidAOSs ShBafyR2 Y= |
F2NJ 0KS bSGKSNIFYyRazx W{20Alf YR LRtAGAOFt &adl o
freedomof € LINS&aaA2y 2NJ gAz2fldAz2ya 2F GKS NHA S 2F |
one of five vital interests (the others are territorial, economic, ecological and physical se€drity).

| dzy 3 NB W02y aARSNA &adzOK dzy A &3 padde | sécurityyiie soiecieBty 3 &

109 Federal Ministry of Defence of Germaf®006) White Paper On German Security Policy and the Future of

the Bundeswehr, available atiww.bmvg.de/resource/resource/.../\W 2006 eng DS.pdf

102 §64A0G8 2F (KS D2 @5 NENSS yiafiond Fecutitkafd terbriE S NIOH R4 DS + d Y
https://www.government.nl/topics/crisisnationatsecurityand-terrorism/contents/nationatsecurity.
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and territorial integrity of states, democracy and the rule of law, human righteluding minority

rightscl & 6Sftf & NBALISOG F2N FdzyRIFYSy il t FTNBSR2Ya |
and theirpral SOGA2Y RSTFAYS 2dzNJ &S OdzNHK iingthe Eltdpdai®Becudity i S NS &
{ONr 6S3ez wSadGlrotAaKAYy3dI GKS Nuz S 2F fl ¢ IyR LINE
AONBYIGKSYAYy3I GKSBIntheUKIHede valuksagitsécondlaxRoSHeInportance

placed on economic prosperity by the UK National Security Strategy, which nevertheless states that
Ada Wyl GaAz2ylrt AyGdSNBaid NBIjdza NBSa dzigtheule affalvy R dzLJ
democracy, free speécz 1 2 f SNI y OS RHeRce,Kvdzaé¢ atonmdordsalidiadisDv@luation

of the life and freedoms of all individuals across borders. While overlapping with cosmopolitanism in

this respect, the national security strategies are nonetheless solidly mtierralist in their primary

commitment to defending the sovereignty of the state.

Where the six national security strategies begin to differ, and differ markedly, is in their approaches

G2 O2y Tt AOG NBaz2tdziAzy IYyRIUBSHADIIOND2AKZFRIDSY hX A
and Nick Witney, analysts at the European Council on Foreign Relations (ECFR), note that while most

9! YSYOSNIadGlFdiSa KI@S | ylLriAaA2ylt &aSOdaNARGe adaN) GsS
Ada Y2 &l déivaie€) dekoRl of the sense of a common European geostrategic situation,

and often long oubf-R I (H&OA S GKS 9/ CwQa dzy RSNX @Ay3a AyidSNEB.
defence and security policies and in particular the allocation of defeeseurces, the labels they

attach to the different strategic approaches EU member states suggest that the values of those
O2dzy iNASa |faz2 dzyRSNLIAY GKS 2@SNIftf | LILINBIOK {2
France and the UK, to the abstentisnAustrians, Irish, Luxembourgers and Maltese (see Figuite 3).

111 Ministry of Foreign Affairef Hungary (2012) dzy” 3 INBtBr@l&Becurity Stratggavailable at:
http://www.ecfr.eu/page/-/Hongrie - 2012 - National Security Strategy.pdf

112 Council_of_the_European_Union, "A Secure Rarim a Better World: European Security Strategy,”
(Brussels, 2003Rvailable athttp://www.consilium.europa.eu/uedocs/cmsUpload/78367.pdf

13UK Government (2010: 4) A Strongdri in an Age of Uncertainty: The National Security Strategy,
available at:
https://www.gov.uk/government/uploads/system/uploadattachment_data/file/61936/nationakecurity
strategy.pdf

WRht AGASN) 5SS CNIyOS YR bAO]l 2AlGySer b9dzaNRLISQa {GNI G
Relations, 2013)Available athttp://www.ecfr.eu/page/-/ECFR77_SECURITY_ BRIEF AW.pdf

115 |pid., 8.
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For the UK, projecting its influence on the world stage is preserdddeakey to both national security

FYyR 3t201 f allroAfAlGRY WeKS blriAz2yl { SOdzNR G & [ 3
YIEGA2y Lt AYyGSNBad NBljdzANBa dza G2 NB2SOG lFye yz2i
nation that is able @ bring together all the instruments of national power to build a secure and
NEAAEASY(d 'Y FYyR G2 KStLI aKFILIS | adrofS g2NI RQ®
the strengthening of international alliances such as NATO, the EU and UNyrisspd over the
YEGA2YylE AYyiuSNBaded ¢KS 9dzNRBLISHY {SOdzZNAGe {GNXGS
AYOSNYFGA2YFE 2NRSN) GKNRddzZAK SFTFFSOGAGBS YdzZf GAT LGS
WaidNI §S3IAO0 Ye 2 LA lratgyinynorg than a decdid, and washs thakti$e cacaphony

2F YIEGA2YyFE FLILNBFOKSYI oDy AR @Sy S8 NF 2N 9 dzNB LIS
also be the case that the status quo is premised on a perceived decline in the threat pe Bfiro
conventional warfare and substantial disagreement about how best to deal with failed states and
NEIA2Y It AyadlroAfAade o6Y2NB NBOSyid lFraaSaavySyia 2
Wht RQ 9dz2NRPLISQa Ay i S NS &dnflicts,yhich ks SenttalQd tiie SSerowdn andiEd 2 € dzi 7
security strategies, has been rendered aspirational at best by the unilateral and multilateral military
AYGSNBSyGA2ya Ay | FAKFyAaGlryY LNYILX [Ao0e&l VA=
Arab/INF St A O2y Ft A00 Aa | M appadis Gnfeaabl©in thaNfice ofJgroviing T2 NJ 9
European government support for Israel over the past decade. Linked to both growing intolerance for
minorities in Europe and rampant Islamophobia in particulas, bt only the role of European nations

AY 6F3AYy3 YR SEGSYRAY3I GKS Wgl N 2y GSNNBNR GKI
G2 WNIRAOIFIfAAIGAZ2YQ YR WR2YSAaGAO SEGUNBYAAYQOD 5¢

118 Council_of _the_European_Union, "A Secure Europe in a Better World: European Security Strategy."
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having @sessed the USBK invasion and occupation of Iraq as amplifying the risk of terrorist attacks
on UK territory*!’

The lack of critical set&flection in the national security strategies demonstrates the obvious: that
these are declarations aimed at gatireg unity and support rather than revealing the actual security
strategies of the states in a nuanced manner. This also implies that the solidarist commitment to
universal human rights may well be included for strategic reasons rather than reflectingral cen
dimension of the strategies. The solidarist wordings are nonetheless an indicator of prevalent values
amongst the audience of the strategies.

Apparently united in their commitment to democracy, human rights and the rule of law, but divergent

in theirapproaches to conflict managemenqtvhat role do national values and approaches play in the
identification and assessment of threats? Common to all six of the inter/national security strategies

we examined are the threats of terrorism, radicalisation ardéxtremism, regionahstability and/or

failed states, organised crime and energy security. In addition, most states recognised the threat of
CBRN (chemical, biological, radiological and/or nuclear) attack, including by terrorist groups, major
disaster fatural or industrial), pandemic infectious disease and international conflict. But there were

some differences in how these threats are constructed within specific national security strategies. For
SEIFYLX ST 6KSNBlLa GKS 'Y OMGal A KISy (KWEBS Ny 2(FA 20/S
DSNXYIFye FyR GKS 9! IINB O2yOSNYySR | o02dzi WdzyNBazf
Similarly, whereas Germany, the Netherlands and the EU are concerned about the alienation,
integration and vulnerabily of marginalised groups, the UK and Hungary are primarily concerned

about the extremists who threaten national values or interests.

This is really a debate about whether the threat to national security comes from the root causes of
insecurity or its maifiestations. In a similar vein, where Germany is concerned about the proliferation

of weapons of mass destruction (WMD), illegal international arms trading and the availability and of

small arms, the UK is concerned only with the prospect of their misugealso noteworthy that

whereas the UK considers a conventional attack by a state on another NATO or EU member to which
GKS 'Y g2dzZ R KI@S (2 NBaLRYyR | GKNBFGZ |1 dzy3r NEQ:
likelihood of a military attackwith conventional weapons against Hungary or its Allies in the
F2NBAaASSIo0fS FdzidzNB A& YAYAYIE QX gKATS -scleS 9 dzNR
F3aNBaarzy F3AFAyad |ye aghoagh asindtel above thésd strgtedjigs A Y LIN.
are currentlybeingNE g NA GG Sy Ay (GKS fA3IKG 2F wdzaail Qa Ayg2f
discrepancies among the security strategies we considered can be seen in the way certain issues and
threats are framed, for example concern over terrorisextremism, irregular migration, climate

change and financial securitfk S ¢l &8 GKSaS WIiKNBFGaQ FNBE FNIYSR
policy measures proscribed to address vulnerabilities and mitigate risks. This is not just a question of

how risksare framed, but the institutional and political setting in which countezasures are

developed and implemented. It is therefore more likely that divergences between the national threat

U7yB|air 'overrode terror warning3 > . . /12 SefembeR003 available at:
http://news.bbc.co.uk/1/hi/uk_politics/3101364.stm
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assessments stem from divergences of strategic interests and pbbtiegtation rather than from
differences in the access to, and processing of, empirical evidence on the threats.

Most recently¢ basically since 201&this development has taken a new and dramatic direction, as
European security agencies have identifiegissia, IS and the extensive influx of refugees as threats

GKFG NBIdANBE SEGNI 2NRAYLEFNE &SOdzNAGe YSIF&dNBaod ! L
returned to European securiggebates and after the terrorist attacks in Paris in Novembet 20wvar

was declared by France and European allies on the IS, activating the EU clause on mutual military
assistance for the very first timféC dzZNII KSNXY 2 NS Ay NBalLkRyasS G2 GKS
have been reactivated within the EU and tensidrave arisen between members states over their
responsibilities towards the refugees. Without abandoning the new citwénted focus of their

national and internal security policies, the scope of security is thereby further broadened by both
encompassig conventional and unconventional threats and responses.

Symptomatic of this recent development, the European Council in June 2015 called for boosting and
uniting the defence capabilities of the member states with reference to a radical shift in thatgec
environment:

Europe's security environment has changed dramatically. This requires action in three
interconnected areas:

a) further to the Commission's "European Agenda on Security" and the Council conclusions of
16 June 2015, work will be takenvi@rd on the renewed European Union Internal Security
Strategy; full implementation of the orientations on the fight against terrorism agreed at the
February 2015 meeting remains a priority;

b) the High Representative will continue the process of stratefjiection with a view to
preparing an EU global strategy on foreign and security policy in close cooperation with
Member States, to be submitted to the European Council by June 2016;

¢) in line with the European Council conclusions of December 2013sa@duhcil conclusions

of 18 May 2015, work will continue on a more effective, visible and resalited CSDP, the
further development of both civilian and military capabilities, and the strengthening of
Europe's defence industry, including SMEs. TheEamoCouncil recalls the need for:

b the Member States to allocate a sufficient level of expenditure for defence and the
need to make the most effective use of the resources;

b the EU budget to ensure appropriate funding for the preparatory action on-CSDP
related research, paving the way for a possible future defence research and
technology programme;

b fostering greater and more systematic European defence cooperation to deliver
key capabilities, including through EU funds;

b mobilising EU instruments to help coanhybrid threats;

118 simond de Galbert, "After the Paris Attacks, France Turns to Europe in Its TimedyfCenter for
Strategic and International Studies9 November 201%vailable athttp://csis.org/publication/afterparis
attacksfranceturns-europe-itstime-need
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b intensifying partnerships, namely with the UN, NATO, OSCE and AU,
b empowering and enabling partners to prevent and manage crises, including
through concrete projects of capacity building with a flexible geographic s€bpe.

Centraltotha yS¢ GKNBFG Fylfeara Aa GKS GKNBIG 27
conventional military tactics with unconventional tactics like cyber attacks and terrorism (see Fig
for an examplg and requiring further civihilitary cooperation iresponse.
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Hybrid operations: lessons from the
past The security situation in and around Europe has changed dramatically
over the past two years. The conflict in Ukraine and the success of the
Islamic State (15) in the Middle East and Morth Africa have put
territorial defence and homeland security back on the agenda in
Europe.

by Jan ol Andersson

Hybrid threats and operations against the EU and its pariners are real
and urgently need to be addressed. After some 20 vears of focusing
on overseas crisis management activities, the EU and its member
states are now facing the challenge of building capabilities to protect
and defend security at home. During the European Council summit in
June 2015, the EU Heads of States and Governments acknowledged
the importance of hybrid threats, and now both the EEAS and the EDA
are ged in ing their implications for capability development

EEEEITITETT T | in Eurcpe.

Z

An agency of the EL

3

Related content

Hybrid tactics: 1SIL & Co.

The last in a mini-series of
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This Alert shows how
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ph to the
strategic level, in particular
due to fears that hybrid eperations may
undermine the credibility of deterrence.
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Figure4: Times are changing otine website of the EU Institute for Security Studies

In this situation, defence strategies reframe the civil security sector as an extension of military defence
rather than the reverselnstead of manifesting a demilitarization of security, the securitization of
internal affairs has thereby paved the way for a further militarization of internal as well as external
security. Both military and civilian agencies like the police get a pravade in the analysis and
mitigation of threats to the individual citizen and to the social institutions upon which their welfare
relies.

With the emergence of a common enemy in Russia and IS, the national and EU (and NATO) security
strategies will prbably become more harmonised. As during the Cold War, the allusions to universal
values will certainly remain as a way of bolstering legitimacy for the defence against the external
enemy. However, the emphasis on solidarist conflict management and aid/tedse could be

119 European_Council, "European Council Meeting (@526 June 2015): Conclusions (Euco 22/15)," (2015), 5
6.
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downplayed to the advantage of a more realist pluralist concern with the protection of European
nations. The evolving field of global risk management nonetheless connects the two in ways that are
already changing the international securigntiscape and makes the global dimension of risk ever
more integrated in national security policies.

3.2.The global governance of risk: frameworks for action

Since the turn of the century, prominent governmental, intergovernmental and international
organisatbns have become increasingly concerned with the governance of the risk posed by natural
disasters and madmade hazards (which includes threats such as terrorism). The means devised to
address and mitigate those risks have significant implications for $msial, environmental and
political challenges are addressed. Furthermore, they affect the landscape of regular security policy,
creating new constellations between military and civilian, foreign and domestic security concerns of
the state.

Disasterrisk yF 3SYSy i Aa G(G2RlIe& WAYONBlIraAiAy3ate YIFIAyaidNB
health, environment, climate change adaptation, development, cohesion, agriculture, transport,
SYSNH& > NBAaSI NBRe EupeaniOpiyProttianiFaryh eligad every two years

by the European Commission's Humanitarian Aid and Civil Protection department (ECHO), has now
YSi FTAGS GAYSa aAyOS HantIE ONRAYIAAYy3I (23SHTKSNI Wil
of common achievements in the disastéskr management field, share best practices and ideas, and
RAaOdzaa ¢l e&a 27T | RRNB &ARUMEBmMbgrStates@ri hofv bbiggdrSsabmii 2 3 S (i K
periodic assessments to the European Commission in respect of the natural anchadanhazards

andtiNBF Ga GKS& FFOST GKS 9! A& RS@GSt2LAy3 +y 9! N
concerns and calculations.

At the United Nations level, the 2005 Hyogo Framework for Action (HFA), a 10 year plan to make the

world safer from natural hazard® K & 2dzad RN} gy (2 | Oft2aSed ¢Aif SR
FYR /2YYdzyAdGASa (G2 5AalaiSNBAQY GKS 1 C! gla GKS 1
increase resilience and reduce vulnerability to disaster losses. As shown s&igguvas an ambitious

plan that called on all UN states to legislate for disaster risk reduction (DRR). The HFA also called on
regional bodies to support technical cooperation, capacity development and to undertake and publish
subregional risk assessmes.}2 The stated objective is to protect lives and the social, economic and
environmental assets of communities and countries. In a solidarist fashion, it thereby combines a

120 European Commission (201Bjsaster Risk ManagemeriCHO Factsheet, available at:
http://ec.europa.eu/echo/files/aid/countries/factsheets/thematic/disaster_risk_management_en.pdf

212 SoaA0S 2F GKS 9 @dMIPloiSdioi FOUBEY A Ba A2y D8 | GY
http://ec.europa.eu/echo/partnerships/civiprotection-partners/civitprotectionforum_en

122The HFAvas endorsed by the UN General Assembly in the Resolution A/RES/60/195 following the 2005
World Disaster Reduction Conferen&ee Website of the United Nation Nations Office fwaBterRisk
Reductior> Hyl8go Framework for Action (HEAY | @ | Ktth:Awanl. $hisdr.drdvwe/coordinate/hfa

123 United Nation Nations Officr DisasterRisk Reduction(2015: 2) Summary of the Hyogo Framework for
Action 20052015: Building the Resilience of Nations and Communities to Disasters, available at:
http://www.uni sdr.org/files/8720 summaryHFP20052015.pdf

D6.1¢ FP7¢ 313288


http://ec.europa.eu/echo/files/aid/countries/factsheets/thematic/disaster_risk_management_en.pdf
http://ec.europa.eu/echo/partnerships/civil-protection-partners/civil-protection-forum_en
http://www.unisdr.org/we/coordinate/hfa
http://www.unisdr.org/files/8720_summaryHFP20052015.pdf

Societal XN
' Security * B
Network o % *

universal (cosmopolitan) valuation of life with a pluralist concern for the vabfeparticular
communities and states.

In March 2015 the Sendai Framework for Disaster Risk Reduction2B@D5was adopted as a
4dz00Saa2N) G2 GKS I C!'d C2N) G4K2aS K2LAYyaAnhankl & GKS
with international measuredo combat climate change, it is notable that the new agreement is
RSAONAOGSR FTNRY (KS 20diyd RS\l JIQa | YR2 {YdxySIO-2NEY A A W W A\
S

LINAYEFNE NRES (2"HBRHEQDSREIIGKESBI BA & a s ady 3 O
I 2YYdzyAGiASaQ dzyRSNJ iKS I C! KIR SELINKaaftésed Ayl S
Fig. 5, the Sendai Framework, which shares broadly the same objectives, refers only to the
environment in terms of hazards and riskssets and meases (see Fig.)6

K
R

124 See Website of the United Nation Nations Office fimaBterRisk Reductiorns Sed#lai Framework for
Disaster Risk Reductior> | @1 htth:Awevlv.Eisdr.dradwe/coordinate/sendaiframework
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SUMMARY of the Hyogo Framework for Action 2005-2015:
Building the Resilience of Nations and Communities to Disasters (Hyogo Framework)

Expected outcome, strategic goals and priorities for action 2005-2015

Expected Outcome

The substantial reduction of disaster losses, in lives and in the social,
economic and environmental assets of communities and countries

Strategic Goals

The integration of disaster risk reduction into
sustainable development policies and planning

Development and strengthening of institutions,
mechanisms and capacities to build resilience to
hazards

The systematic incorporation of risk reduction
approaches into the implementation of emergency
preparedness, response and recovery programmes

Priorities for Action

Key Activities

1. Ensure that disaster risk
reduction (DRR) is a national
and a local priority with a
strong institutional basis for
implementation

2. |dentify, assess and monitor
disaster risks and enhance early
warning

3. Use knowledge, innovation
and education to build a cutture
of safety and resilience at

all levels

4. Reduce the underlying risk factors

5. Strengthen disaster preparedness
for effective response at all levels

« DRR institutional mechanisms
(national plafiorms);
designated responsibilities

« DRR part of development
palicies and planning, sector
wise and mulfisecior

« Legislation to support DRR

« Decentralisafion of
responsibilities and resources

« Assessmentof human
respurces and capacities

« Foster political commitment

« Community participation

» Rigk assessments and maps,
multi-risk: elaboration and
dissemination

« Indicators on DRR and vulnerability

« Data & statistical loss information

« Early warning: people centered;
information systems; public policy

« Scientific and technological
development; data sharing, space-
based earth observation, climate
maodeling and forecasting; eary
warning

« Regional and emerging risks

« Information sharing and cooperation;

» Networks across disciplines and
regions; dialogue

« Use of standard DRR teminalogy

« Inclusion of DRR into school
curricula, formal and informal
education

« Training and leaming on DRR:
community level, local authorties,
tameted secirs; equal acoess

« Research capacity: multi-fisk; socic-
aconomic; application

« Public awareness and media

« Sustainable ecosysiems and environmental
management

« DRR strakegies inkegrated with cimate change
adaptation

« Food security for resilience

« DRR integrated into health sector and safe hospitals

» Protection of crifical public facilifies

« Recovery schemes and social safety- nets

» Yulnerability reduction with diversified income options

« Financial risk-sharing mechanisms

» Public-private partnership

» Land use planning and building codes

« Rural development plans and DRR

« Disaster management capacities:
palicy, technical and institutional
capacifes

« Dialogue, coordination & information
exchange between disaster managers
and development sectors

« Regional approaches to disasier
response, with sk reduction focus

« Review & and exercise preparedness
and contingency plans

« Ememency funds

« Voluntarism & parficipation

Cross Cutting Issues

MultFhazard approach

‘ ‘ Gender perspective and cultural diversity ‘ ‘ Community and volunteers participation ‘ ‘ Capacity building & technology transfer

Confributing to the achievements of the interationally agreed development goals (including the MDGs)

DRR= disaster risk reduction

Figure5: Hyogo Framework for Action 2002015
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Substantially reduce
global disaster mortality
by 2030, aiming to lower
average per 100,000
clobal mortality between
2020-2030 compared to
2005-2015
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Chart of the Sendai Framework for Disaster Risk Reduction

2015-2030

Scope and purpose

The present framework will apply to the risk of small-scale and large-scale, frequent and infrequent, sudden and
slow-onset disasters, caused by natural or manmade hazards as well as related environmenal, technological
and biological hazards and risks. Iz aims to guide the multi-hazard management of disaster risk in
development at all levels as well as within and across all sectors.

Expected outcome

The substantial reduction of disaster risk and losses in lives, livelihoods and health and in the economic, physical,
social, cultural and ervironmental assets of persons, businesses, communities and countries

Prevent new and reduce existing disaster risk through the implementation of integrated and inclusive economic,
structural, legal, social, health, cultural, educational, environmental, technological, political and institutional
measures that prevent and reduce hazard exposure and vulnerability to disaster, increase preparedness for
response and recovery. and thus strengthen resilience

Substantially reduce the
number of affected peaple
globally by 2030, aiming
to lower the average
global figure per 100,000
between 2020-2030
compared to 2005-2015

Reduce direct disaster
economic loss in relation
to global gross domestic
product

(GDP) by 2030

Substantially reduce

disaster damage to critical
infrastructure and disruption
of basic services, among
thern health and educational
facilities, including through
developing their resilience
ty 2030

Substantially increase the
rumber of countries with
national and local disaster
risk reduction strategies
by 2020

Substantially enhance
international cooperation
to developing countries
through adequate and
sustainable support to
complement their national
actions for implementation
of this framework by 2030

Substartially increase the
availability of and access
to multi-nazard early
warning systems and
disaster risk information
and assessmenrts to people
by 2030

Priorities for Action

There is a need for focused action within and across sectors by States at local, national, regional and global levels in the following four priority areas.

Priorty 1
Understanding disaster risk

D6.1¢ FP7¢ 313288

Priority 2

Strengthening disaster risk governance

to manage disaster risk

Priority 3

Investing in disaster risk reduction for

resilience

Priority 4
Enhancing disaster preparedness for effective
response, and to «Build Back Betters in
recovery, renabilitation and reconstruction

Figure6: Sendai Framework for Disaster Risk Reduction 22030
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¢KS yS¢ adNrGS3e Iftaz2 KFa WwidNH S aXE IINKEKSINS ikl yw
RA&FAGSNI SO2y2YAO t24aa Ay NBfFGA2Yy G2 3t206Ff INE
no explicit reference to how DRR should be fun¥¢. KS | C! = Ay O2y iN} adz KIR
risksharing mecha@ Ya Q ' yR W9YSNHBSyOe& CdzyRaQd ! faz 3I2yS
ARSIfa 2F WC22R &aSOdzNAGEe TFMICREDATI ASYO8QT 0 G KEBIKMW
Wa2O0A ISR F SOYeR W{ dzalil Ayl ofS SO2aedSyy K& SHBR
UN approach to disaster risk reduction in 2015, the international community appears to have oriented

itself away from any earlier aspirations regarding climate adaptation, social welfare and sustainable
development toward a more ¢modox necliberal disaster management, with implications for how
WNBaAfASyO0OSQ Aa 02y OSAOSR | YR LJzNE dzSR®

A % 4 A x

b2iloféz 4 SELNB&ZESR dzy RSN WSELISOGSR 2dzi02YSQ
K

0 a
odzaiySaasSaqQ (2 GKS &dzo 2 S8dlisacialgckiiral Snd erdidBnérial) aré 02 y 2
G2 06S LINRGSOGSR® ¢KAA Ay@2t@Sa | arayrAFaiolyid O
primary units to be served by the plan. Furthermore, not only the lives but the health and livelihood
of individuals are to be protected through international cooperation. At a discursive level, this involves
not only a nediberal turn but a turn towards a stronger solidarist orientation. (In the model of Fig. 1,
it leaves the document in the nortbastern liberakolidarist part of the inner circle.) This is interesting,
as the emphasis on resilience could also take the project in a more pluralist direction. As a mode of
seltprotection, resilience is often identified with the capacity of communities to sustagatsrand
disasterg; as an addition to institutions that manage risks at a governmental and internationaltével.
Yet, resilience is also understood in very different terms, as the capacity of individuals and
corporations to sustain risks through market ch@nisms. For instance, markets are expected to adapt
G2 OfAYI UGS OKIFIy3aS o6& RS@OSt2LIAY3I WIANBSy-®@2y2YAS:
version of resilience for which state or community borders are of less importance, and whickers dri
by individual selinterest. Depending on how this séfiterest is defined, it does not necessarily
conflict with collective values like solidarity or trust. However, according with individualism, it leaves
the judgements of how threats are to be ngisited in the hands of individuals and private corporations
as well as those of public authorities and social institutions.

Not only do economic and security concerns come together in this framework of global risk
management. Also humanitarian relief, demeent assistance, peacebuilding/conflict
management/stabilization, statebuilding and civil protection merges in a peculiar ways when the life,
health and livelihood of individuals become a global concern of risk management. Not only has this
expanded thescope of civil protection into the humanitarian and development fields (in addition to
the military and police spheres discussed above), it has also broadened the relevance of humanitarian,
development, peacebuilding and statebuilding actors as risk masatféOver the past decade, all
these actors have met under the notoriously vague banner of resilience.

B5Thereisano®2 YAGFE G NBSG GKFG FAYa (G2 W{dowaildlydialrtte Sy
O2dzy tNAS&a GKNRBdAAK FRSIljdztq S FyR &adzadlt Ayl o630.S &dzJ2 NI G
126 ChandlerResilience: The Governance of Complexity

127E g.Shahar HameirRegulating Statehood: S&@Building and the Transformation of the Global Order

(Basingstoke: Palgrave Macmillan, 2010); William ClafRak and Hierarchy in International Society: Liberal
Interventionism in the PosTold War ErdLondon: Palgrave, 2014).
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It appears that the takeip of disaster risk reduction by regional fora such as the EU, as encouraged

by the Hyogo Framework for Action has, somewhatagdaxically, contributed to the reframing of

some of the core values in the new Sendai Framework. In the EU in particular, risk assessment and
mitigation is still closely tied to national sovereignty, particularly where it touches upon issues of
national sS© dzZNA 18X g KAOK NBYlIAya lfyz2ald SyGgANBte 2dziahi
further in Section3.3.

Indeed, the values and principles that underpin the various intergovernmental and international
organisations that have sought to shape thay risk is assessed and addressed are reflected in the
approaches they have adopted. In the Organisation for Economic Cooperation and Development
(OECD) framework, the focus is also on reducing the economic impact of disaster. The OECD estimates

the totaldamage caused by natural and humiaduced disasters in OECD and BRIC countries at nearly

USD 1.5 trillion over the last decade. Although the OECD does not conduct its own risk assessments,

Al FTRR&a GKFd WbSg QdzZ YSNI 0ALAREXBAIKERSDOFUSNDDY K
NEOSyid S@SyliaQ LINBOGARAYI Wr &0GFN] 6FNYyAy3a F2N S
OK I X3Hareh Me values at stake are measured in economic rather than moral terms. Yet, it directly

relates to the livéhood of individuals, the viability of corporations and the resources of states.

CKS 22NIR 902y2YAO C2NHzY 029C0I ¢gKAOK RSaONROGSa

t NAGIGS /221N GA2YQ YR Aa 7Tl Yhs QECPLcNdceniiaboutl vy y dzh
P38aGSYAO0QT 2NJ WAYUiSND2yySOGSR 3Ift206lf NREA1EAQP 2
FaasSaaySyas OFffa 72 Ndriven nsi2 @eBagdmant @& moker ddboratiseNH Sy O ¢
efforts to strengthen risk resilience i 2 8 06 Sy S T A &° THef c@noernt hergiig tBat hded Q ®
globalisation, modern societies have become reliant on global supply lines, industrial food production,
transnational infrastructure and higlech communications, exacerbating vulnerability daysuring

that disaster or catastrophe in one place now reverberates far beyond the initial point of contact,

LINE RdzOAyYy 3 6KIFG NB f&az2 Pye¥yalaKY02YCH Bdzi Y5 NAE ¢
systems of finance, supply chains, health, engthg Internet and the environment become more
complex and interdependent, their level of resilience determines whether they become bulwarks of
At 201 f AdFroAftAGe 2N | VDb tadkle Shede risksT theOWER QAR fory 3
international co@eration among business, government and civil society. A highly solidarist agenda
indeed, promoting global liberal governance as an essential addition to governance by state
governments:*? This risk assessment would look very different with a more pluredisteption of

ax
N

128\Website of theOrgarisation for Economic Goperation and Development®ECD Recommendation on the
Governance of Critical RiskE | @I htfp:/vowiv.Becd-.oiighjov/risk/recommendation-on-governanceof-
criticatrisks.htm

129World_Economic_Forum, "Insight Report: GloRedks 2014," (2014), Available at:
http://www3.weforum.org/docs/WEF_GlobalRisks Report 2014.pdf

B0 Mark Duffield, "Complex Emergencies and the Crisis of DevelopmentisiDSiBulleti{Brighton: Institute
of Development Studies, 199ARetrieved fromhttp://www.ids.ac.uk/files/dmfile/duffield254.pdf The
argument is further elaborated iGlobal Governance and the New W@rendon: Zed Books, 2001); and
Development, Security and Unendiwar (Cambridge: Polity Press, 2007).

Blworld_Economic_Forum, "Insight Report: Global Risks 2014," 9.

132E g.David Held and Anthony McGrew, ed3gverning Globalization: Power, Authority and Global
Governanc€Cambridge: Blackwell, 2002).
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values in which such global liberal governance would itself be seen as a threat to the preservation of
the values of states and communities.

Values thus appear to affect the entire risk management cycle, from the way risk is assessed, which
threats are prioritised, and what should be done to mitigate them. In addition to pressing national
governments to address global risks as well as localised threats, international bodies have also sought

to shape the risk management process at the nationat S@St ® Ly FRRAGA2Yy G2 0
Mechanism, which is examined in the following section, organisations like the OECD and the
International Organization for Standardization (ISO) have provided guidance on risk management and

risk assessmertechniques, calling for transparency, accountability and eviddrased approaches

G2 RA&AFAGSNI NA&] NBRAzZOGAZ2yd C2NJ SEFYLX ST Ay HnAan
Governance Committee, established in 2011, adopted a Recommendation onotle¥n@nce of

I NARGAOIE wAiala Ay NBO23IyAlA2ZY 2F WHiKS BSmadl f | GAyY
Recommendation calls on states to:

i. establish and promote a comprehensive;hakards and transboundary approach to
country risk governance tois& as the foundation for enhancing national resilience and
responsiveness;

ii. build preparedness through foresight analysis, risk assessments and financing
frameworks, to better anticipate complex and widgnging impacts;

iii. raise awareness of critical riske tnobilise households, businesses and international
stakeholders and foster investment in risk prevention and mitigation;

iv. develop adaptive capacity in crisis management by coordinating resources across
government, its agencies and broader networks to swppimely decisiormaking,
communication and emergency responses;

v. demonstrate transparency and accountability in #iglkated decision making by
incorporating good governance practices and continuously learning from experience and
science.

Similarly, tke International Organization for Standardization (ISO) has provided guidance on risk
YFEYlF3SYSyd FyR NRAJ FaaSaaySyid (GSOKyAljdzSa RSaax
likelihood of achieving objectives, improve the identification of opportunitesl threats and

VPN

STFSOGAGSte Eft201GS | yB dzaS NBaz2dz2NDOSa F2N NAaj

133 Available atttp://www.oecd.org/gov/risk/CriticatRisksRecommendation.pdPrevious OECD
wSO2YYSYRIGA2Y Ay Of dzRS WD22R t NI OlUA OSEQ@INI/REVI) A I (A Y =
Guidelines for the Security of Information Systems antiMdeks [C(2002)131/FINALihe Protection of critical

information infrastructure§C(2008)35]and Chemical accident prevention, preparedness and response

[C(88)85(Final)]

B fh omMannnI YwhBAY TKMEt SEYISYR 3dzi RS fployids gefericsghidanchl St S| & S F
to any public, private or community enterprise, association, group or individual. ISO 31010 focuses specifically

2y NAR&]l WYwAial FadaasSaavySyid GSOKyAldzSaQd ¢KS qdaFyRIFNRA |
+2 Ol 0 dzf WelBite df thdinf®ational Organization for Standardizafi@ WL{ h omMannYHnndg wA
management-t NAY OA L)X Sa FyR 3JIdZARStEAYySaQs F@FrAtroftS Fay
http://www.iso.org/iso/home/standards/iso31000.htm
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The broad scope of these measures and the expectation to streamline risk management according to

a universal standard indicates how effective threat analysis and risk managéteyf 6S | & I W¢
K2ZNBRSQ 08 GKAOK LI NIAOdzZ NI FItdzS aSda YrHeé 0SS avyd:
Presumably, the values underpinning the management strategies reflect the predominant values of

the societies into which they are hught ¢ especially if subjected to effective democratic control.
Howeveras argued in the previous chaptérisk management is left to experts, specialised agencies

and private consultancies, without making their value judgements explicit and subjquuitiiic
consideration, their policies may depart from the values of the wider public and suffer from a
democratic deficit. Then, there is a significant chance that the policies ggpted by actors with a
selfinterest in exploiting the deficit. This clolbe governments and bureaucrats with an opportunity

to form the policies in accordance with their own values, or it could be public agencies or private
corporations with an interest in designing the threat and risk analyses in ways that place themselves

at the centre of their management.

3.3.Risk assessment under the EU Civil Protection Mechanism

To what extent can the values that underpin international frameworks for disaster risk reduction
influence risk assessment and mitigation strategies at the natitavael, especially if nation states

KFEgS ONBOFaAaaSNISR GKSANI WLINRYINE NRESQ Ay (KS 02
us about the tensions between vested national security interests and international concern for global

risks and olgctive risk assessment? And what is the role of valugssrconnection?

The EU Civil Protection Mechanism was established in 2001 to foster and organise cooperation among
national civil protection authorities across Eurojd@some norEU countries alsogsticipate3® The
underlying objective of the Mechanism is to facilitate the provision of coordinated assistance from EU
states to victims of natural and manade disasters. Any country in the world can request help from

the EU Civil Protection Mechanismdasince its launch the EU has received more than 180 such
requests for assistancé’

In 2007 the EU adopted further legislation to improve the coordination of civil protection assistance
intervention in major emergencies, including natural, technologicdjological or environmental
disasters, accidental marine pollution, and terrorist attatRsThese providedinter alia for the
compilation of an EU inventory of competent authorities and contact points, assistance and
intervention teams, and specialisésources (including military assets); the establishment of an EU
Monitoring and Information Centre (MIC), Common Emergency Communication and Information

135 Council Decision 2001/792/EC, Euratom of 23 October 2001 establishing a Community mechanism to
facilitate reinforced cooperation in civil protection assistance interventions (OJ L 297, 15.11.2001), p. 7.

136 The Mechanism currently includes all 28 EUner States in addition to Iceland, Montenegro, Norway,
Serbia, and th&ormerYugoslav Republic of Macedonia. Turkey has recently signed the agreements to join the
Mechanism.

B2 SoaAtsS 2F GKS 9 &NEVIIBrotettion Me¥harfisida Al2@azA fW o6t S
http://ec.europa.eu/echo/what/civitprotection/mechanism_en

138 Council Decision 2007/779/EC, Euratom of 8 November 2007 establishing a Community Civil Protection
Mechanism (O L 314, 1.12.2007, p. 9).
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System (CECIS), training programmes, assessment and coordination teams; and the development of
detection and early warning systems. A sewaar funding programme to support the development
and implementation of the Mechanism was also adopté&d.

LY HnmnX (GKS 9dzZNBLISFHY /2YYAdaAzy Lzt AaKSR WwAas
al yI 3SYS\Séction b.5 &h&urther below). While continuing to inform risk assessment
methodologies, thesavereformally superseded according to provisions in new legislation on the Civil
Protection Mechanism adopted in 2013. This established an Emergency Resportiaaiion Centre
(ERCC) to act as an operational hub during disasters, and formalised the pool of voluntary resources
upon which it can call into the European Emergency Response Capacity {EERLC2013 Decision

also introduced a common approach to disa SNJ LINB @Sy GA 2y | YR LINBLI NB
KAIKSNI § S@St 2F LINRGSOlGA2Y YR NBaAftASyOoSQ |
consideration of the likely impacts of climate change and the need for appropriate adaptation

I O G X2TYiiQ icludes a general framework for the sharing of information on risks and risk
management capabilities without prejudice to Article 346 TFEU, which guarantees that no Member
State should be obliged to supply information, the disclosure of which itidgersscontrary to the
essential interests of its security.

Ry
VR

Il OO2NRAY3 G2 GKS RSOAaAAZ2Y I WNHIsacioral lpdesS DEMEY 1 Q Y
identification, risk analysis, and risk evaluation undertaken at national or appropriateaidmal

f SEHEEROLE S WNRAA]l YIFyYyFr3aSYSyid OFLIOAfTAGEQ YSIya Wit
reduce, adapt to or mitigate risks (impacts and likelihood of a disaster), identified in its risk
assessments to levels that are acceptable in that Memliet S*3SR@kPbmanagement capability is

assessed in terms of the technical, financial and administrative capacity to carry out adequate: (a) risk
assessments; (b) risk management planning for prevention and preparedness; and (c) risk prevention

and preparedess measure¥'*

¢CKS 9dzNRPLISFHY [/ 2YYAaaArzy 6l a YIFIYyRFGSR (G2 WwWadzLJLJ2 NI
and mapping activity through the sharing of good practices, and [to] facilitate access to specific
knowledge and expertise on issues of common irief¥T dthis end, the Commission was instructed

02 LINRPRdzZOS 3IdzZARStAYySa 2y (KS WwO2yiSyidsz YSiK2R2f :
08 HH 5SOSYOSNIuHunAnmnE YR (G2 WFIFIOATtAGIOGS GKS akKklk N
plannimd X Ay Of dzRA Y 3 (i KNP dz3%n tuth?thiedzy MdmNe statd§ Beekphidedta S 6 a4 Q d
WREGSE 2L FyR NBFAYS (KSA NIEW subnité SuNdnasgolteir actbay | 3 S Y §

139 Council Decision 2007/162/EC, Euratom of 5 March 2007 establishing a Civil Protection Financial Instrument
(0J L 71, 10.3.2007, p. 9).

140 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 Decemben 20W8ion
Civil Protection Mechanism Text with EEA relevance (OJ L 347, 20.12.201894.7924

141 preamble, para. 8, Decision No 1313/2013/EU.

142 Article 4.7, Decision No 1313/2013/EU.

143 Article 4.8, Decision No 1313/2013/EU.

4 1bid.

145 Article 5.1(b), Deision No 1313/2013/EU.

148 Article 5.1(f), Decision No 1313/2013/EU.

147 Article 6(b), Decision No 1313/2013/EU.
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risk assessments to the Commission by 22 December 2015 anyl thvee years thereaftet!® In

addition to the triannual risk assessments, the Member States are also expected to provide the

I 2YYA&aAz2y gAGK |y | aaSaayvySyil “2he fisttoStheNhtiohdA 31 Y|
capabilities assessment is due eékryears after the production of the aforementioned Commission
guidelines, and agaieyvery three years thereafter.

¢tKS WwAal !'aasSaavySyid | yR al LILIAtyaBver® ooludes iha 30804 F 2 NJ
Commission Staff Working papéuilt onexisting EU legislation mandating risk assessment, including

the Directives on flood risk$? protection of European Critical Infrastructur®$and on the control

of major accident hazard$? and the Water Framework Directive (drought managemétit)lhe

guidd A ySa ¢ SNB ohaza® Bnd hyliNKk a3 WY HAZIINE | OKQ | YR G2 @JSNBR
YIRS RAAIFI&A0GSNAR 020K gAGKAY |yR 2dziaARS GKS 9! Q>
terrorism and other malicious threat§? The objective of thedgA RSt Ay Sa 6+ a WwWié2 A Y LN
and consistency among the risk assessments undertaken in the Member States at national level in the
prevention, preparedness and planning stages and to make these risk assessments more comparable
0SG6SSyYy aSYEDMIs end,lthé Sanmigsion also suggested that:

Coherent methods for national risk assessments will support a common understanding in the
EU of the risks faced by Member States and the EU, and will facilitagecation in efforts

to prevent and mitigte shared risks, such as crdmwsder risks. Comparability of risk
assessment methods would add value to the individual efforts of Member States and would
allow risk assessments to be pooled (shared risk assessments) among regions or Member
States facinghared risks. Comparable methodologies would also enable a wider and better
appreciation of the impacts of disasters experienced in some but not all Member States. A
number of challenges currently impair comparability between countries. These include
county-specific assessment and impact criteria, specific terminology and linguistic diversity.
There are also variations in the assumptions about the nature of harm and differences in
appreciation on the scale of events for which investments into planningemien and
preparedness are justified®

Disaster risk management hereby becomes another field in which the governance of European
countries are to be further integrated. With its wide scope, it can be an effective instrument for

148 Article 6(a), Decision No 1313/2013/EU.

149 Article 6(c), Decision No 1313/2013/EU.

0 Directive 2007/60/EC of the European Parliament and of@hancil of 23 October 2007 on the
assessment and management of flood risks, (OJ L288, 6.11.2007), p.28.

151 Council Directive 2008/114/EC on the identification and designation of European critical
infrastructures and the assessment of the need to improverthetection, (OJ L345, 23.12.2008), p.75.
152 Council Directive 96/82/EC on the control of major accident hazards involving dangerous substances,
(OJ L 10, 14.01.1997), p. 13.

153 Directive 2000/60/EC of the European Parliament and of the Council of 23&&000 establishing a
framework for Community action in the field of water policy, (OJ L 327, 22.12.2000), p.1.

54 European_Commission, "Commission Staff Working Paper: Risk Assessthbtamoing Guidelines for
Disaster Management, Sec(2010) 1626," 6.

155 | pid.

156 1bid., 67. European Commission (201®7).
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tapping into political spéres that have so far been largely unaffected by EU standardization. Because
it is presumed at EU level that all member states share the same fundamental values, as defined in
the EU Charter, such standardization should be unproblematic from a value pgvspdiowever,

this argument glosses over the extensive variation in political and cultural orientation across Europe
¢ a variation that makes the call for transparency and democratic accountability in th&neypean
Agenda on Securityighly relevant®’

In the aboveOA G SR 9| JdZA RSt AYySas WNARA1Q Ada RSTAYSR I a

event/hazard and the associated likelihood/probability of its occurrence, as shown in the following
matrix.1%8

(5)
Key

B very High
High

(3) [] Medium

D Low

(4)

Relative Impact

(2)

(1)

v

(1) (2) (3) (4) (5)

Relative Likelihood

Figure7: Example 6 Risk Matrix>®

WwAd]l ARSYUAFAOFIGA2YQ o6& RSAONAROSR |a W aAONBS)
adzoaSljdzSyid Nwxal Fylrfteara adl3asSQs A PTheudbikessi KS y I
explained that while risk idenfif O § A 2y WaK2dzZ R 0S o6l aSR | a YdzOK | a

aGFrGA&aGAOLE0 REGEX AG A& FLLINBLNARIFGS (2 SEGSYyaarg
intelligence information, checksts, systematic team approaches, indutiv NS+ a2y Ay 3 (G4 SOKY
brainstorming and Delphi methodology (interactive forecasting method relying on a panel of

S E LIS RiIh &ffed® ¢ may be presumed that the role of values in the assessments is determined by

the values of the involved experts ioW they interpret the general objectives of securing life, health

and selected assets.

0
S

157 See quote irthe Introduction ofthis report.

158 European_Commission, "Commission Staff Working Paper: Risk Assessment and Mapping Guidelines for
Disaster Management, Sec(2010) 1626," 10.

9bid., 19.

160 |pid.

1611bid., 2621.
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Figure8: Stages of risk assessment in the overall risk management prot®ss

Risk identification and analysis may involve the developmé@ntcd OSy I NA2a g KA OK &K 2 dz

I O2KSNBY(d FyR AYyiSNylrfte O2yaradSyid asSa®et |
On this issue the Commission made the following observations:

Like any other simplification of reality, the defioiti of a scenario entails subjective
assumptions. It is therefore essential that all information leading to the definition of a scenario

aad

Ad YIRS SELX AOAG &2 GKFiI®MikSe Oy 65 NBGASHS

As a matter of necessity, scenarios building must be unkiemtaccording to a minimum
degree of common understanding. It will otherwise be impossible to compare the information
presented by different Member States and may even lead to a distorted overall view. For this
purpose, national risk identifications woulded to consider at least all significant hazards of

a [sic] intensity that would on average occur once or more often in 100 years (i.e. all hazards
with a annual probability of 1% or more) and for which the consequences represent significant
potential immcts, i.e.. number of affected people greater than 50, economic and

SYGANRYYSyillf 02aGa F102@3S € wmnn YAttEA2YyS>S |

GSNE &ASNA®dza of SOSt nouX

Here, the guidelines address the subjective element of risk assessmed introduces certain
seemingly objective criteria for the evaluation of impact. The subjective element in interpreting these
criteria, especially the issue of political/social impact, is also recognised. Instead of seeking to dictate
how such assessent should be made, it is recognised that this remains with the authority of the

YSYOSNE adld8ay wekS LINBaSyd 9! 3FIdaRStAySa 2y

advocate any particular risk criteria, benchmarks or standards, but would en@treagsparency in

GKAA FNBF AyOfdzRAY3I F2N GKS LildzN1}2asS 27¢ 1 KS 2 3SNX

162 |pid., 20
163 |bid., 21.
1641bid.

185 1bid., 24.
166 |pid., 31.
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