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Which functions do social media fill for non-state armed groups in
countries with internal armed conflict? Building on conflict data,
interviews and media monitoring, we have reviewed the use of
social media by Myanmar’s nine most powerful armed groups.
The first finding is that they act like states, using social media
primarily to communicate with their constituents. Second, they
also use social media as a tool of armed struggle, for command
and control, intelligence, denunciation of traitors, and attacks
against adversaries. Third, social media serves for national and
international outreach. Like Myanmar’s national army, the armed
groups have combined prudent official pages with an underworld
of more reckless profiles and closed groups that often breach
Facebook’s official community standards. In February 2019, when
Facebook excluded four groups from its platform, they lost much of
their ability to reach out and act like states. Yet they kept a capacity
to communicate with their constituents through closed groups,
individual profiles and sophisticated use of links and shares.
Finally, the article affirms that the Facebook company, in the years
2018–2020,took upon itself a role as an arbiter within Myanmar’s
internal conflicts, deciding what information was allowed and
disallowed.

Myanmar; armed conflict;
Facebook; social media

How do non-state armed groups prioritise between communication with their constitu
ents, their adversaries and wider audiences in their use of social media? This question has
not been systematically studied in previous research. Some scholars like Diamond (2010)
have examined the impact of mobile phones on collective action, Conway (2017) has
looked at terrorism and Shapiro and Weidmann (2015) considered rebellion. This has
been especially the case for Africa, with studies by, among others, Pierskalla and
Hollenbach (2013) and Jones and Mattiacci (2019) and the Middle East (Tufekci and
Wilson 2012). Yet little is known about their use in violent conflicts that move beyond
initial mobilisation (Gohdes 2018). Few have studied the use of social media in drawn out
civil wars and so far there are only a handful of academic studies of social media in
Myanmar (Aricat and Ling 2016; Bergren and Bailard 2017; McCarthy 2018; McCarthy
and Menager 2015, 2017).1
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Most researchers find the impact of information and communication technology
(ICT) is ambiguous. Smartphones are useful for armies, soldiers and terrorists as well
as diplomats and peace makers. This article does not intend to discuss the vices or virtues
of social media, but rather to focus on the functions that social media, especially
Facebook, serve in the activities of Myanmar’s largest armed groups: who uses them
for what? Zeitzoff (2017) makes three helpful points, all of which are confirmed by our
research. First, social media lowers barriers to communication. Second, social media
increases the speed of communication. Third, conflict actors frequently shift media
strategy and tactics. Zeitzoff further suggests that the data provided by social media
fundamentally change the amount and character of information available to conflict
actors. We consider these points as a summary of insights gained so far. Hence, instead of
discussing whether social media are used for good or bad, we try to determine the
functions they fill, with the aim to expand research on social media and conflict in
Asia by probing into a country with multiple armed groups. The findings presented have
been triangulated through a combination of interviews, conflict statistics and media
monitoring.
This article begins with a discussion of methods, followed by a review of the rapid
spread of smartphones and Facebook’s dominance in Myanmar. Next, we provide an
overview of social media usage by the country’s nine strongest armed groups. Before
concluding, the article goes through the three main functions of social media: commu
nication with constituents, tool of armed struggle, and outreach channel.

Researching Social Media
This article examines the use of Facebook by Myanmar’s non-state armed groups during
2018–2020, a period when State Counsellor Aung San Suu Kyi controlled the civilian part
of Myanmar’s government while being engaged in a drawn-out power struggle with
military commander-in-chief Min Aung Hlaing. It is a case study within a larger project
carried out by the Peace Research Institute Oslo and the Myanmar Institute for Peace and
Security (MIPS) in Yangon. We have reviewed more than 500 selected pages and public
profiles, including 71,327 comments and posts, on Facebook and VKontakte (VK). When
selecting the accounts to monitor, we first singled out Myanmar’s nine largest armed
groups in terms of troop strength and identified their official pages. Next, the profiles and
websites of their top leaders were selected. Then, through open search and by following
links from one profile to another, a network of accounts around each armed group was
uncovered. In addition, we observed hashtags used by armed groups to understand their
messaging behaviour. For instance, the Ta’ang National Liberation Army (TNLA) used
the hashtag “#malñgeañ” to reach specific audiences after Facebook closed down its main
accounts. Although we could not know the meaning of that hashtag, we could determine
that it was used as a code to convey specific messages via public postings from various
profiles. For public postings we copied text and images to our computers. For postings to
friends and closed groups, we respected privacy by only making notes in English so they
could not be used to identify the authors.
The sources were usually in Burmese but also in Shan, Karen, Kachin, Rakhine or
other Myanmar languages. In collecting data, we also monitored newspapers and radio
and television stations for MIPS’s Township-based Conflict Monitoring System, which
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records all armed incidents and maintains a repository of datasets and statistical analyses
open to academic research. Journalists in conflict-affected areas were hired as verifiers of
incidents. They checked information posted on social media and reported to MIPS.
Members of political parties, armed groups, the national army (Tatmadaw), government
agencies and civil society organisations were interviewed, with transcripts kept on file in
anonymised form. When safe, the authors or other researchers working for MIPS
travelled to conflict-affected areas to interview fighters, soldiers and residents. Initially,
Facebook’s Graph Application Programming Interface (API) was used to extract data
posted on social media, allowing us to count the occurrence of certain terms, certain
types of posts, and certain kinds of photos or videos. However, after the Cambridge
Analytica scandal, the opportunity to use API was curtailed.2
Multiple armed groups have operated in Myanmar since 1948. Some have disappeared
while new ones have emerged. Many groups have been transformed to militias operating
under the national army’s command. Some armed groups have enjoyed ceasefires with
the government, while others continued fighting (see Figure 1). Occasionally, armed
groups have fought each other. The conflicts between Myanmar’s national army and
armed groups have been a primary issue of political debate in Myanmar’s social media.

Myanmar’s Smartphone Revolution
Myanmar’s combination of a continued presence of non-government armies over a long
time, an extremely rapid telecommunications revolution and the dominant role of
Facebook, makes it particularly interesting to study. In 2013, its government lifted the
monopoly of the Myanmar Post and Telecom (MPT) and issued concessions to the
Norwegian company Telenor and the Qatar-based Ooredoo to set up rival networks.
These companies have since competed with MPT. In 2017, MyTel, a joint venture between
the armed forces of Myanmar and Vietnam, entered as the fourth provider. Myanmar’s
telecom revolution created unprecedented media opportunities for the country’s armed
groups since the concessionaries were obliged to build networks throughout the country,
including those areas controlled by non-state armies. Telecoms competition lowered costs
and led to an explosion in the use of smartphones. People who had never had access to any
kind of telephone or computer suddenly could use globally-connected smartphones.
Mobile cellular subscriptions per 100 inhabitants increased from 1.18 in 2010 to 55.91 by
2014 and 95.65 by 2016 (United Nations 2018, 339).
Facebook was quick to develop a Burmese language version of its platform, and from
the beginning, most smartphones were sold with Facebook installed. At least until the
military coup on February 1, 2021, most people were not aware of Instagram, Twitter,
Signal, Google or other applications, which did not feature Myanmar language versions,
and they did not use email. For most Burmese, the internet was synonymous with
Facebook. Before and during Myanmar’s smartphone revolution, its newspapers, televi
sion and radio also changed radically when government pre-censorship was abolished
(Brooten 2016; Ye Thut 2019). These “traditional media,” some of which were new, took
to using Facebook as their main outlet: 7 Days News had 20.8 million Facebook followers
in 2018, Eleven Media had 17 million, The Irrawaddy and Mizzima both had 12 million
and BBC in Burmese had 13.9 million (United Nations 2018, 340). The distinction
between “traditional” and social media no longer made much sense as they fed off each
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Figure 1. Myanmar’s nine largest armed groups and their estimated number of troops in February
2021:
Notes: United Wa State Army (UWSA): 30,000; Kachin Independence Army (KIA): 10,000; Arakan Army
(AA): 10,000; Ta’ang National Liberation Army, Palaung (TNLA): 8-10,000; Restoration Council of Shan
State (RCSS): 8-10,000; National Democratic Alliance Army, Mongla (NDAA): 4-5,000; Karen National
Union (KNU): 4-5,000; Shan State Progress Party (SSPP): 3-4,000; Myanmar National Democratic
Alliance Army, Kokang (MNDAA): 3-4,000.
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other. Yet Facebook dominated. Its share of social media traffic in Myanmar was
swinging between 88% and 94%. The next two largest rival platforms, Twitter and VK,
had less than 2% each (StatCounter 2019). By January 2019, Facebook had 21 million
monthly users or some 37% of the population (Statista 2019).3
Facebook’s early creation of a Burmese language version was the key to its success:
Facebook now owns more data about the economy, culture, purchasing habits and sexual
preferences of Myanmar’s inhabitants than any national institution. Until 2018,
Facebook had few Burmese language staff. However, when the United Nations (UN)
and world media criticised Facebook’s role in the expulsion of Rohingya in 2016–2017,
the company increased its staff of Burmese-speaking monitors to nearly 100 to help
enforce its community standards.
Myanmar’s use of Facebook has gone through three stages. First came the freewheeling phase (2012–2015), when young activists, students, soldiers and guerrilla fight
ers discovered the new media’s potential for disseminating views and emotions. The
platform played its intended role as a venue for feel-good communities of people who
knew each other and/or shared specific interests. Most networks were confined to one
ethnic group, promoting a positive we-feeling and reinforcing prejudices against others,
yet mostly without outright hate speech (McCarthy 2018; McCarthy and Menager 2015,
2017). Although Myanmar’s anti-Muslim riots in 2012 put a dark cloud over the new
media, the free-wheeling phase was characterised by increasing freedom. Following
Facebook’s motto, people moved fast and broke things.
Next came the manipulative phase (2015–2017), when the Tatmadaw, several armed
groups and political activists realised Facebook’s potential and invested in propaganda
through official and unofficial accounts, not least in connection with the national elec
tions in November 2015. Fake news, extreme speech and disturbing images became
everyday occurrences.
In the third, more restrictive phase (2017–2021), Facebook was exposed to criticism
and responded by building capacity to remove undesirable content. In February and
June 2018, it closed Buddhist nationalist accounts engaging in hate speech against
Muslims. In August–October 2018, it removed accounts controlled by the Tatmadaw
after a UN factfinding mission had accused it of crimes against humanity with possible
genocidal intent. Subsequently, in February 2019, Facebook banned a Northern Alliance
of four armed groups: Arakan Army (AA), Kachin Independence Army (KIA), Myanmar
National Democratic Alliance Army, Kokang (MNDAA), and Ta’ang National
Liberation Army (TNLA). While this decision pleased the government, the removal of
the Tatmadaw-controlled accounts had upset some people in Nay Pyi Taw so much that
they briefly discussed how to replace Facebook with another platform.4
During the restrictive phase, the Tatmadaw, the civilian government of Aung San Suu
Kyi’s National League for Democracy (NLD) and some armed groups realised they had
opened a Pandora’s box when allowing their rank-and-file to freely use smartphones. The
Tatmadaw and armed groups were concerned with protecting their security and set out
to issue guidelines and prohibitions to prevent their adversaries from tapping into
unencrypted communication or confiscate phones. Soldiers and fighters would examine
phones at checkpoints or seize all phones when moving into a village. As awareness of
risks increased, users became more cautious with their cameras and video recorders.
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This study only includes material from 2018–2020 and excludes material from the
free-wheeling and manipulative phases. Therefore, we do not include any examination of
the extreme speech that accompanied the displacement of the Rohingya in 2016–2017.
This became impossible when Facebook took down hundreds of accounts. Censorship
and self-censorship have significantly affected the records that remain accessible. They no
longer contain the wealth of gossip, confidences and emotional outbursts from those
years (United Nations 2018, 334).5 We have also not yet examined the role of Facebook in
the protests following the February 1, 2021 military coup.

The Nine Strongest Groups
Most listings of Myanmar’s ethnic armed organisations include 21 or more. Ten of them
signed a 2015 Nationwide Ceasefire Agreement (NCA), which is best described as
a “peace process agreement” that declared a general ceasefire and defined guidelines
for the peace process (Pettersson, Högbladh, and Öberg 2019). The NCA was not
nationwide, however, and only two of the ten signatories were among the most powerful
groups in the country: the Karen National Union (KNU) and the Restoration Council of
Shan State (RCSS). Seven strong groups remained outside the NCA. And four strong
groups – the KIA, MNDAA, TNLA, and AA – had no ceasefire agreement. In 2016, these
four groups formed the Northern Alliance. Three other strong groups – the United Wa
State Army (UWSA), National Democratic Alliance Army, Mongla (NDAA) and Shan
State Progress Party (SSPP) – have had bilateral ceasefire agreements with the govern
ment since 1989, and while they have not engaged in active fighting with the Tatmadaw,
they never signed the NCA. In 2017, with Chinese encouragement, the UWSA formed
the Federal Political Negotiation and Consultative Committee (FPNCC), which tried to
open a parallel process to the NCA. When the Myanmar government refused, the
FPNCC called instead for revising the NCA or negotiating a bundle of bilateral agree
ments. The FPNCC includes all four members of the Northern Alliance as well as the
NDAA, SSPP and UWSA. In this study we limit our comparative research to the nine
most powerful groups, those thought to have more than 2,500 troops under arms.6
The UWSA is the strongest and best armed of the groups. We estimate that it has
approximately 30,000 troops. By early 2021, both the KIA and AA had grown their forces
to some 10,000, while the RCSS/Shan State Army-South (RCSS/SSA-S) and TNLA had
8,000–10,000. The NDAA and the Karen National Liberation Army/Karen National
Union (KNLA/KNU) had about 4,000–5,000. The Shan State Progress Party/Shan State
Army-North (SSPP/SSA-N) and MNDAA were estimated to have between 3,000–4,000.
So, the total number of non-state armed troops was over 85,000.
Six of the nine groups operate primarily in Shan State (UWSA, NDAA, MNDAA,
TNLA, RCSS, SSPP), one in Kayin and Mon State and Tanintharyi Region (KNLA/
KNU), one in Kachin and northern Shan (KIA), and one in Rakhine and southern Chin
State (AA). There is a gap between these nine groups and the others, all of which have
fewer than 1,000 troops. Excluded from this study are hundreds of government-affiliated
militias, which are formally under Tatmadaw control, but have a high degree of auton
omy and a free hand in generating revenue.7
The armed groups’ use of social media varies greatly. Their profiles reflect their
perceptions of the past, their age and current situation (ceasefire or not) and degree of
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territorial control. Thus, the China-oriented UWSA and NDAA, which have longstanding bilateral ceasefires allowing them to control territories with an ethnically
mixed population, tend to portray themselves as multi-ethnic state-like units, ensuring
peace and co-operation among their citizens, while the other groups are more clearly
defined in terms of ethnicity. At this point, we turn to the nine strongest groups and
begin with the two of them who are NCA signatories.
The Karen National Union
The Karen populated areas of Kayin and Mon State and the Tanintharyi Region saw
much fighting from 1948–2011, with massive displacement of local populations. From
2012–2021, the two main Karen groups, the KNU and the Democratic Karen Benevolent
Army (DKBA), had ceasefire agreements with the government. These agreements stabi
lised the local situation, and some refugees returned from Thailand, but little trust was
built between the armed groups, the Tatmadaw, and the civilian government. There were
no clear boundaries between areas controlled by the Tatmadaw, the KNU, DKBA and
local militias, and many KNU militants remained in exile in Thailand. A key problem is
that neither the administrative borders of Kayin State nor the scope of the territories
controlled by the KNU and DKBA make sense as ethnic borders. Most Karen live in
government-controlled areas inside or outside Kayin State. As NCA signatories, the KNU
and DKBA are members of the Peace Process Steering Team, which in March 2021
aligned itself with the anti-coup movement.
The ethnic Karen have divided loyalties. They are not only split between the Christiandominated KNU, Buddhist DKBA and a militia of former DKBA fighters, but also
between the KNU’s moderate top leaders and its Brigade 5, which operates more
independently than the KNU’s other brigades. These cleavages and the difficult task of
combining public advocacy with participation in a top-level peace process have been
reflected in the social media.
The KNU maintains traditional media, newspapers and daily broadcasts in the Kayin
and Burmese languages, and a Karen News Radio in English, that has been highly critical
of the Tatmadaw. The Karen Information Centre runs Radio Karen Online, while Karen
Breaking News (live video) is a DKBA news outlet. On Facebook, the KNU leadership
runs the page Karen National Union Headquarters, which used to feature photos of
important people sitting around tables and/or speaking into microphones and photo
copies of lengthy statements. KNU president General Mutu Say Poe is photographed
wherever he goes and this is posted. In 2019, this page had fewer than 18,000 followers.
From January to August 2019 the KNU’s postings received 560 comments or 13 per post
(MIPS 2021). The KNU’s participation in the official peace process was not much
appreciated by commentators in either social or traditional media:
Eyebrows were raised when KNU president Mutu Say Poe was photographed receiving
a hug from Tatmadaw Commander-in-Chief Senior General Min Aung Hlaing in
Naypyidaw in 2013, and again when a photograph surfaced on Facebook of Mutu Say Poe
and other senior KNU leaders meeting former dictator U Than Shwe at his opulent home in
the national capital in late 2016 (The Frontier, February 21, 2019).
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The two splinter groups DKBA and Karen National Liberation Army-Peace Council
(KNLA-PC) also have Facebook pages with meeting reports, photos of leaders, and few
followers.
KNLA’s activist Brigade 5 has a sharper profile. Its Facebook page has more than
40,000 followers and received 1,372 comments on its postings in January–August 2019 or
23 per post. Its postings included videos of uniformed fighters moving through the
jungle, eating rice from banana leaves, receiving gifts from villagers and carrying phones
in waterproof bags on their chest. Photos of M16 automatic rifles abounded. Brigade 5
sought to demonstrate its closeness to the people and how strongly it was armed. The
pro-Brigade 5 “Karen Soldier” Facebook page had 66,000 followers. It published 275
posts between January and August 2019, with an average of 37 comments per post and
10,264 in all (MIPS 2021).
How can we explain that Brigade 5 has maintained a higher Facebook profile than its
parent organisation? It may just be simpler to evoke feelings for armed struggle than for
peace talks, at least when they deliver few results. While groups involved in Myanmar’s
armed fighting have often used Facebook effectively to boost morale among their
supporters, participants in the country’s peace process have seemed unable to stir up
emotions for peace.
The KNU has long experience with newspapers, pamphlets and radio. In the past, it
presented a categorical world view, notably during the Tatmadaw’s brutal 1994–1995
offensive. This was no longer the case by the time of the telecoms revolution. By then the
KNU leaders brushed shoulders with their former enemies and lost some of their appeal
to the rank-and-file. This could be why the more radical Brigade 5 seized more energe
tically upon the opportunities offered by Facebook than the KNU’s aging leaders (see
Brenner 2019).
Shan State Army-South, and -North
The Shan State Army-South/RCSS, which is also an NCA signatory, has the most wideranging presence on Facebook of all armed groups. The RCSS has its stronghold in south
and central Shan State. The RCSS identifies its homeland with Shan State’s present
borders. For a long time, southern Shan was dominated by the armies of the drug lord
Khun Sa, while many Shan in the north supported the Communist Party of Burma.
When that party collapsed in 1989, its ethnic Shan fighters became known as Shan State
Army-North. In 1996, when Khun Sa surrendered to the government, some of his forces,
serving under General Yawd Serk, became known as Shan State Army-South. Their
political wing developed a Shan nationalist programme and took the name RCSS. The
aim of the RCSS is to unite all Shan. Therefore, it sees the Shan State Army-North and its
SSPP as a rival, along with the UWSA, NDAA, MNDAA and TNLA, who all control parts
of what it considers the Shan homeland. Unlike the KNU, the RCSS has capitalised on
having signed the NCA. Once it no longer had to fear Tatmadaw attacks, the RCSS
moved troops north to areas under TNLA or SSPP control. Its social media showed
a video at the time with endless lines of seemingly highly motivated fighters marching
north. Clashes followed in 2018–2019, when the TNLA and SSPP resisted attempts by the
RCSS to take control of northern villages.
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The RCSS operates a network of Facebook pages, websites, radio and TV stations and
a video service under the name Tai Freedom, which includes postings in Shan, Bamar,
Chinese, Thai and English languages. In late 2019, the video service had 55,000 sub
scribers on YouTube with 1,805 videos. The term “Tai” reflects a language-based concept
of the nation, with a shared destiny for the Shan and Thai, whose languages are mutually
intelligible but completely different from Burmese and Chinese.8 Unlike the Mon or
Rakhine, Shan nationalists cannot point to a time in the past when they can claim to have
had their own unified state. There was never a single Shan State but several. The current
Shan State was created through a merger of what the British called The Federated Shan
States and Wa States, when Burma was established in 1947–1948. It is the largest and
most ethnically diverse of Myanmar’s 14 states and regions. Tai Freedom postings in
2019 reported protests against plans to build dams on the Nam Thu River. Its propaganda
often featured photos and films of nature that, they suggested, would be ruined by the
government’s development plans. Tai Freedom combines its nationalism with calls for
environmental and cultural protection.
The Shan State Army-North/Shan State Progress Party (SSA-N/SSPP) agreed to
a bilateral ceasefire with the government in 2012 but did not sign the NCA. In 2017, it
became a founding member of the FPNCC but did not join the Northern Alliance. With
its communist origins, the SSPP is less ethno-nationalist than the RCSS and much less
active on social media. Its official page is called SSPP Info. Most SSPP postings are in
Shan and only a few in Burmese. In addition to its official page, the SSPP controls profiles
with names such as “We Love sspp/ssa” and “I love Shan State Army,” but these are not
much used. The SSPP maintains a website but does not seem to have invested much in its
media strategy.
The Kachin Independence Army
In June 2011, before the government made ceasefire agreements with the RCSS, SSPP and
KNU, and before the telecoms revolution, the KIA’s 17-year ceasefire broke down. Its
relations with the military junta had deteriorated after the two sides disagreed on how to
implement Myanmar’s new 2008 constitution. The junta ignored the Kachin
Independence Organisation’s (KIO) proposals for defining the status of its troops and
granting local autonomy. The government suggested that the KIA transform itself into
a Border Guard Force (Interview, former Tatmadaw officer, April 2018, Yangon).9 After
2009, KIA fighters and many members of the Kachin community lost faith in the 1994
ceasefire and began preparing for combat. This may have prompted the KIA’s decision to
also train and equip two new armies, the AA and TNLA. Armed groups in control of
some territory, like the KIA and UWSA, have an interest in encouraging smaller groups
to fight the Tatmadaw in other parts of the country.10 This reduces the risk of Tatmadaw
encroachment on their territories.
During its long ceasefire, the KIO established a TV and radio station in its capital Laiza
on the Chinese border. With the coming of the internet, KIO set up the website
Kachinnet and later posted Laiza TV broadcasts on YouTube. It did not embrace
Facebook and while registering an official page, used it little. Its official statements
were mostly published on its website. Interviews did not reveal why KIO refrained
from making more use of its Facebook page. The KIA’s Vice-Chair Gun Maw, however,
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maintained an engaging personal Facebook profile with more than 37,000 followers. He
published poems and music notes, drew maps of his travels and provided information
about KIO/KIA policies.
In 2019–2020, there was almost no fighting between the KIA and the Tatmadaw in
Kachin State, while the three other members of the Northern Alliance – TNLA, MNDAA
and notably AA – were engaged in active fighting.
Three China-facing groups: UWSA, MNDAA, NDAA
The UWSA (Wa), MNDAA (Kokang) and NDAA (Mongla) have much in common.
Their territories are situated on the Chinese border and they have a shared background in
the communist insurgency from 1948 to 1989. When the Communist Party of Burma fell
apart, its Wa, Mongla and Kokang members formed separate groups and entered into
verbal agreements with the Tatmadaw to avoid hostilities. For the Wa and Mongla these
agreements have remained in force.
All three groups are active users of the Chinese platforms WeChat and Sina Weibo,
but make little use of Facebook, which has been banned in China since 2009 (Griffiths
2019, 183). The three groups are keen to benefit from the construction of industrial zones
and transportation corridors built by Chinese companies from the China-Myanmar
border to Mandalay and the Bay of Bengal, as part of China’s Belt and Road Initiative.
This work also attracts the Kachin KIA and Palaung TNLA, who have ethnic brethren on
the Chinese side. The armed groups on the border want access to telecoms services both
in China and Myanmar, since this makes them less vulnerable to internet shutdowns.
Thus, they have invited both Chinese and Myanmar-based telecoms providers to build
towers and lay fibre on the territory they control (Interviews, telecom executives, Yangon,
January 10, February 9, June 21 and November 26, 2018, 23 September 2019, and
17 September 2020).
The UWSA does not have a Facebook page but Nyi Rang, its external relations officer,
set up a private profile in August 2018, where he provided his WeChat ID. He posted
photos of folk dancers, announced language reforms and claimed that the Wa authorities
are handing over drug criminals to the Tatmadaw if they are Myanmar citizens. His
profile included a video of a military parade held to mark the 30th anniversary of the 1989
UWSA-Tatmadaw ceasefire, an assertion that “we are not asking for a new state but
trying to restore our statehood,” and a warning against fake news, such as a rumour that
the UWSA intends to attack the Tatmadaw. The UWSA offers an image of itself as a wellprotected country that does not seek international recognition but wants status as a selfgoverning state in Myanmar with its own armed forces (The Frontier, March 20, 2019). In
Myanmar’s constitution, the Wa territory on the border of China has a unique status as
a self-governed division, while the status of a separate territory controlled by the UWSA
on the border to Thailand has not been formalised (Ong 2018).
The UWSA’s Achilles heel has been its financial dependence on the production and
export of methamphetamines and other drugs, which has put its leaders on US sanction
lists. Currently, the UWSA also relies on income from the Mine Maw mine, which has
become the third largest tin mine in the world (Gardiner et al. 2015). The UWSA’s
reputation for organised crime is reflected in an urge to tell through social media how
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severely it punishes drug dealers. Hence Nyi Rang’s profile also includes a video of
a criminal being led to his execution.
In the Kokang self-administered zone, the majority are Han Chinese, who mainly use
Chinese ICT. From the Myanmar side, only the MPT has set up a local network. The
MNDAA does not have a Facebook page, but is active on WeChat. In 2009, the military
government took control of Kokang’s capital Laukkai after a dispute over a local weapons
factory, which was suspected of providing weapons to armed groups in northeast India.
MNDAA leader Peng Jiasheng fled to China with many of his followers and troops, and the
Tatmadaw installed a minority faction to govern Kokang. In February 2015, Peng Jiasheng
tried to retake Laukkai. The Tatmadaw defeated his forces in fierce fighting over a hill next to
the China border. While the MNDAA’s account of the drama got a huge presence in Chinese
social media (where it was not contradicted), we found no Facebook account telling the
MNDAA’s version in Burmese. One reason for this may be that the Kokang Chinese rarely
use Burmese. In Chinese media, the MNDAA does its best to stir up emotions against the
Tatmadaw, joining with Chinese nationalists to insist on China’s obligation to protect its
nationals across the border (Interviews, J. Power, United States Institute of Peace country
director, Yangon, November 26, 2019 and Bangkok, March 23, 2021).
The NDAA promotes the Chinese doctrine of “peaceful development.” It has maintained
amicable relations with the Myanmar government, especially since 2016, when UWSA troops
temporarily occupied important posts close to the NDAA headquarters. The NDAA’s
moderation is reflected in its profile on Chinese social media. In 2019, it celebrated 30
years of ceasefire, as did the UWSA, but with the difference that the NDAA did not have
a military parade. The NDAA aims to obtain a status as a self-governing zone in Myanmar
(Than 2016). Instead of supporting other groups’ armed struggles, the NDAA hopes China
will help negotiate a favourable deal between the FPNCC and the Myanmar government.
No official Facebook page with NDAA in the title was found, but a Mongla News page
disseminates information about its non-military activities in Burmese. There is also
a Mongla TV station, which broadcasts in Chinese, Burmese and Shan. Burmese is
Mongla’s official language, although most of its residents speak Chinese. A perusal of
Mongla News does not reveal much journalistic ambition, simply reporting on meetings
and re-printing official statements.
The Palaung TNLA
Until it was banned by Facebook on February 5, 2019, the TNLA, whose political wing is
called the Palaung State Liberation Front (PSLF), was among Myanmar’s most active
users of social media. This young army, which was trained and equipped by the KIA
starting in 2009, seized upon the opportunities offered by the smartphone revolution to
link up with the Palaung, an impoverished group who lives in the scattered highland
villages in northern Shan and southern Kachin states and the eastern parts of the
Mandalay region. Even though the TNLA has no fixed capital and works from mobile
headquarters in the jungle, it managed to set up an official Facebook page and many
supporting profiles. Until February 5, 2019, when Facebook removed the accounts of the
four Northern Alliance members from its platform, we monitored its daily news with
reports about its close connection with the Palaung people and the many wrongdoings of
the Tatmadaw and RCSS.
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The Arakan Army
The AA was established in 2009 by Twan Mrat Naing, a well-connected former tourist
guide. The KIA helped him establish headquarters and train Rakhine youth near the
KIA’s capital Laiza, next to the China border. Later, the AA gained access to weapons and
other support from the MNDAA and UWSA. Social media was even more important for
the AA than for other groups, since its headquarters were far away from the Rakhine
homeland. Through Facebook, the AA established a daily presence on smartphones all
over Rakhine, and prepared the population for the infiltration of newly trained troops.
The AA made extensive use of Facebook until the February 5, 2019 ban (ICG 2020,
12). One month earlier, possibly co-ordinated through Facebook Messenger, AA carried
out an attack against police stations in northern Rakhine (ICG 2019, 1). This action led
the Tatmadaw to initiate a major counter-insurgency operation and Facebook banned
the group from its platform along with the three other members of the Northern Alliance.
Until the ban, the AA had taken the lead among Myanmar’s armed groups in extensive
and innovative use of social media. Its second in command, Nyo Twan Awng, edited the
AA’s Facebook page and a handful of other accounts with foci on various topics,
including football. All his posts were lost on February 5, 2019. After the Facebook ban,
the AA created a VK account and re-vitalised its website, which was subsequently hacked
and wrecked so they had to set up a new one, and establish a new roster of individual
Facebook profiles, some of which were detected and removed by Facebook. Yet, on
November 20, 2019, at least 38 pro-AA profiles operated on Facebook.
We now review the functions that social media have served for the armed groups,
drawing on the pages and profiles controlled by and/or supporting the nine most
powerful groups. First, however, the significance of Facebook’s “crackdown” on the
Northern Alliance must be emphasised.

Facebook’s Ban
On February 5, 2019, Facebook banned the Northern Alliance and its four members (AA,
KIA, MNDAA and TNLA), closing their official pages and several supporting profiles,
including the individual profiles of their leaders. The company had, for a long time,
reviewed developments to ascertain the extent to which violence was a core component
of the AA, KIA, MNDAA and TNLA’s agendas and how their use of violence impacted
communities. According to Facebook, its ban did not come in response to any request
from the Myanmar army (Interview, Facebook’s Myanmar team, Singapore,
November 1, 2019).
The ban did not much hurt the KIA since it had little presence in social media. And
several pro-KIO accounts were left open by Facebook, such as Kachin Net, Kachin Times,
Kachin Media War, Lachind Kachin, the Jing paw-language KIA News, Information
Department Shiga Mgam Dap (NID Kachin) and the personal profile of KIO vice-chair
Gun Maw. The MNDAA was also only slightly affected because it primarily used Chinese
social media.
But the ban did damage the AA and TNLA, both of whom were actively fighting the
government at the time. In June 2019, the AA was also targeted by a government-ordered
shutdown of the internet in those Rakhine townships where the AA was most active.
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Despite being banned, the AA and TNLA were able to continue using the social media
through closed groups, individual profiles that slid under Facebook’s radar, and links
from Facebook to websites or YouTube.
Just as the Buddhist nationalists and the Tatmadaw had done in 2017, when their
pages and profiles were closed, the AA and TNLA migrated to VK, but as of May 21, 2020
the AA had gained only 712 followers there. Although prominent in Russia, VK is so little
used in Myanmar that it has limited value for community building. Like the AA, the
TNLA tried to maintain or gain a new foothold on Facebook. By late 2019, a PSLF/TNLA
News and Information Department page remained open, although with few postings and
followers. There was also an account called Palaung State, but much of its content was
removed. The main Facebook pages used by the TNLA since the ban are titled Mai Aik
Thun and Mai Kyaw Hla. In September 2019, there was also a page called Ta’ang Legal
Aid, which had been left intact by Facebook, perhaps due to its human rights protection
profile. The Ta’ang Buddhist Sangha Association was also able to keep its Facebook page
going after the ban.
The main impact of the ban was to remove the official presence of the AA and TNLA
on Myanmar’s dominant media platform and force them to conceal their use of social
media, thus severely reducing their ability to act like states on Myanmar’s dominant
media platform.

Function 1: Acting Like States
The main function of social media for Myanmar’s armed groups has been as a tool of
communication with constituents. They use social media to mobilise support and
promote ethnic language and culture, while depicting themselves as capable and legit
imate states. Social media has made this work cheaper and easier than in the days when
paper, printing and broadcast equipment were necessary. The armed groups’ official
Facebook pages are full of flags and national insignia. They play videos of military
parades with male and female platoons marching with guns on their shoulders. They
publish statements by their chairmen and commanders-in-chief, typed on official letter
heads. Some have organisational charts for governments with separate departments of
defence, social affairs, and education, among others. To this presence, they add
a semblance of a national TV station streamed through Facebook. In the past, most
groups could not afford a TV network. Facebook has made it possible for even the
poorest of groups to have national TV on the cheap, with hosts or hostesses reading daily
news in front of a world map or swirling globe, appearing just as Myanmar’s MRTV, the
British BBC or China’s CCTV.
Through their news channels, the groups have shown how their troops help people
build roads and gather the harvest, provide health services to the sick and elderly and
arrest and prosecute drug dealers. Pictures of alleged drug dealers and traffickers,
standing or sitting with their hands tied behind loads of confiscated drugs, are common.
In previous times, such images were published as posters by the Tatmadaw. The armed
groups have mimicked this practice on Facebook. Those groups that have a record of
involvement in the drugs trade have been especially eager to publish photos of arrested
drug dealers.
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A key sign of statehood is a homeland map with borders. This presents a difficulty for
the armed groups, since one group’s territorial claims typically overlap with territorial
claims by others, as few imagined homelands coincide geographically with existing
administrative territories. Some stylised maps cover huge areas where an ethnic group
is claimed to live or have lived. Such maps convey an implicit message that their land
must be restored to them. The TNLA, whose constituents live in highland villages at great
distance from each other, used a map on its official page depicting a Ta’ang homeland
covering most of northern Shan State, parts of southern Kachin State and the eastern
parts of the Mandalay and Sagaing regions.
The RCSS is in a somewhat different situation. It also seeks to restore a lost homeland,
but that homeland is identical to the existing Shan State. The RCSS does not claim
territories outside of Shan State. Its main problem is the central government, which
tightly controls the state and regional governments. Another problem is that so many
other groups are present on Shan territory: Wa, Chinese, Bamar, Palaung, Kachin, Pa’O,
Danu, Lisu, Akha and more. The two main armed factions within the Shan national
movement differ in their approach. The SSA-S/RCSS has a nationalist agenda with an
emphasis on the restoration of an ethnic homeland in which minorities may reside as
minorities. The SSA-N/SSPP fights for a multi-ethnic homeland. Its leaders maintain
close relations with the UWSA, who fought fiercely with the RCSS in the 1990s. In 2018,
the SSPP entered an alliance with the TNLA to resist an attempt by the RCSS to move its
troops to northern Shan State. The SSPP, however, was just as keen as the others to
demonstrate its aspirations to be a state. To show that it had a police force and judiciary
at the ready, the SSPP displayed photos of arrested drug dealers. To demonstrate
economic development, its fighters were shown helping local women in the fields. To
show its work on education and ICT, the SSPP published a video with a mixed group of
males and females receiving computer training in a classroom.
Social media help armed groups build an interactive community among their ethnic
constituents. While an official Facebook or other type of internet page is needed to
portray a group as a state, intra-ethnic communication may also be enhanced through
individual profiles and closed groups. When monitoring Facebook, we have seen postings
that address several audiences simultaneously, yet mainly focus on those who share the
ethnicity of the owner. Most comments in response to postings on supporting profiles are
written by supporters. Comments from outsiders are rare.
The AA’s Facebook page used to address its supporters directly, hammering the
following points: We are liberating Rakhine from Burmese rule. We will push Burmese
troops back all the way to the Cape Negrais (Mawtin Point, at the western edge of the
Irrawaddy Delta). We will restore Rakhine’s sovereignty (prior to 1784). You must fully
support AA’s activities. If you are young you should contact the nearest AA post and join
the fighting. Older people must support us financially.
Given that Nyo Twan Awng and commander-in-chief Twan Mrat Naing stay far from
the battlefield, the opportunity to be virtually present among their supporters on the
ground was valuable. They could participate in Rakhine village meetings through laptops
placed on tables in front of assemblies. One such meeting was filmed and posted on
Facebook as late as February 11, 2019, six days after the AA had been banned.
Some groups compete for support from the same ethnic group. This applies for the
RCSS and SSPP among the Shan, for the AA and the Arakan Liberation Party among the
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Rakhine, and for the KNU, DKBA and KNU Peace Council among the Karen. The
Karenni National Development Party also competes with several other groups for the
allegiance of the Kayah (Karenni). Yet none of Myanmar’s nine strongest groups compete
for the same constituents. To our surprise, we have also noticed that in the social media
they rarely speak about each other. They seem to live separate lives, even those that have
formed formal alliances. Apparently, there is no community of ethnic armed organisa
tions whose members care deeply about their reputation among the other groups.
Through its Facebook page and supporting profiles, the TNLA sought to motivate the
Palaung to take part in defending the Ta’ang homeland. Its social media expressed an
urge to build pride in face of the arrogance shown by the lowland Shan and Bamar
against an underprivileged highland tribe. When the Palaung TNLA and Shan SSPP
formed their alliance in 2018 to resist the RCSS’s northern expedition, the TNLA paid
much attention to TNLA-SSPP co-operation. This union allowed the TNLA to tell its
grassroots that the Palaung were not alone but received support from the SSPP. On its
side, the SSPP felt no need to tell its followers about its alliance with the TNLA, most
likely because the partnership could tarnish its reputation among Shan nationalists.
Myanmar’s armed groups have used social media mainly to build support for their
agenda among their own followers. Even when three or four members of Myanmar’s
Northern Alliance carried out joint anti-Tatmadaw offensives in northern Shan State in
November 2016 and August 2019, they paid little attention to the contributions made by
their partners. The same lack of attention to other armed groups characterises the
Facebook pages of the KNU and RCSS. As NCA signatories they are both frustrated
with the government’s lack of responsiveness but have little to say about each other’s
frustration.
Armed groups are part of a larger ethnic movement, which normally includes
a political wing or party and various social organisations. The armed groups tell their
supporters that they protect this wider movement and help it cultivate its language and
culture. The degree to which the groups use their own ethnic languages varies. Since the
teaching language in the Myanmar government’s public schools is Burmese, many
minority people cannot read their own language. Within some minorities, sub-groups
use Burmese for communication with each other. All groups sometimes express them
selves in Burmese, but the KNU uses mainly Sgaw Karen (not Pwo Karen), the RCSS
mainly Shan, the KIO mainly Jingpaw (in the Latin alphabet), the MNDAA, NDAA and
UWSA mostly use Chinese. The TNLA would like to use Palaung, but since there are
several mutually unintelligible Palaung dialects, this is difficult, so it resorts to Burmese.
The AA uses Rakhine, which is similar to Burmese.
While Facebook’s users can use any language and any alphabet, Facebook has not
translated its draw-down menus to any of Myanmar’s minority languages. Minority
people must read Facebook’s menus in the Burmese script or English. One observer
worries that this will harm Myanmar’s linguistic diversity (Dowling 2019). Among the
Karen and Mon, many people have already been assimilated into Bamar culture and fears
exist that the process of assimilation will accelerate. Promoting the ethnic language is
a standard part of ethnic armed groups’ programme, but they often find it difficult to
decide which dialect to use as a standard.
Armed groups sometimes use social media to intimidate their enemies but must then
do it in Burmese. Most ethnic Bamar understand only Burmese, while ethnic minorities
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often understand both their own language and Burmese. Some minorities have a better
grasp of Burmese than others. Thus, some of the people we interviewed in Kachin State
regretted that their vocabulary of Burmese invectives is not rich enough to match that of
their adversaries.
When friends and foes of an armed group have languages that are mutually intelligi
ble, some Facebook accounts have followers supporting opposite sides, which occasion
ally leads to online quarrels. This has happened between the Palaung and Shan. While
hardly any Shan speaks Palaung, many Palaung are conversant in both Shan and
Burmese. The same has happened between the AA and Tatmadaw. Since the Burmese
and Rakhine languages are mutually intelligible and both groups are avid Facebook users,
a nasty media war was accompanying the fighting on the ground until a Tatmadaw-AA
ceasefire was established in connection with the November 8, 2020 elections. To foster
a sense of the Rakhine as separate from Burmese, and with a right to recover its home
land, the AA has seen a need to draw a wedge between the Rakhine and Bamar. Hence, it
has accentuated the differences between the two languages by making active use of
Rakhine expressions and, when using the Latin alphabet, spelling names differently.
A man who writes his name as Aung is Bamar but if he writes Awng or Awung, he is
Rakhine.
The promotion of a separate identity, with a clear line between the “we” and the
“other” forms a foundation for the armed groups’ mobilisation of support. Such identity
formation may both be threatened and facilitated by social media. On the one hand, it
opens a wider world where people may forget where they belong. On the other,
Facebook’s algorithms tend to work to consolidate ethnic identities by strengthening
existing community bonds. By giving users more of what they already like, the algorithms
promote communication with those who share the same language, education, religion,
hobbies, history or culture. This makes Facebook a suitable platform for groups engaged
in boosting ethnic we-feeling.

Function 2: Social Media in Armed Struggle
During 2018–2020, north-central Rakhine was the main battlefield in Myanmar’s inter
nal conflicts. This section therefore derives its main findings from Rakhine, where the AA
most likely used social media for command and control in its operations against the
Tatmadaw, and surely used it for collecting intelligence, denouncing traitors and under
mining the adversary’s morale. Facebook Messenger and other apps for two-way com
munication were used in ways that shortwave radio was used in the past. The Tatmadaw,
who also used Facebook for collecting intelligence, believed the AA headquarters in
Kachin State were using Messenger to follow and direct combat actions and follow
Tatmadaw movements. Since the AA likely did not possess many satellite phones, its
command and control depended on local internet access. In June 2019, this led the
Myanmar government to order all telecoms providers to shut down the internet in seven
townships. This shutdown was lifted only after the 2021 military coup. It badly hurt local
economic interests and, as intended, AA logistics. This impact on AA can be gauged from
the seizure by police in Mandalay of 40 satellite phones on their way to Rakhine,
presumably to overcome AA communications difficulties (MIPS 2019).
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Anyone anywhere may in principle take part in armed combat when internetconnected smartphones are brought to the battlefield. In 2018, a TNLA fighter brought
his phone to the battlefield and strapped it to his forehead, so action could be streamed.
Viewers could see the tip of his gun in the foreground with enemy fire coming from
a forest edge ahead. When videos are streamed this way, anyone can post a comment,
with some urging the fighters on. Yet streamed battles are uncommon, as such practice
carries considerable risk. An open internet connection may reveal the position of a unit,
and phones – nodes in networks of intelligence – may be captured by the enemy.
Mobile phones have sometimes been used to take pictures of dead enemies and
captured weapons. For the armed groups, to show bodies of Tatmadaw soldiers they
have slain is an important propaganda exploit. In March 2019, a pro-Tatmadaw journal
ist claimed the AA even tried to drag Tatmadaw bodies closer to their position so they
could photograph them (Interview, Yangon, July 2019). Although the Tatmadaw, in
principle, prohibits its soldiers from posting photos of bodies, many photos of dead rebel
fighters have been shared by Tatmadaw supporters on Facebook.
Over time, armed groups have become aware of the risks involved in letting fighters
carry internet-connected phones. The Tatmadaw has restricted the kind of information
its soldiers can divulge. No casualty figures or pictures of dead bodies are permitted, and
no geographical co-ordinates can be revealed. In January 2019, when launching its
offensive against the AA, some local Tatmadaw commanders prohibited their troops
from carrying mobile phones. Such restrictions are imposed case-by-case, it seems, and
do not necessarily follow orders from above.
The AA also worried about information security. On February 8, 2019, its website
urged followers to “halt all treacherous activities to those, through phones and mails, who
are persecuting our members, supporters and even unassociated youths and civilians
under many unfounded charges, and to those who are trying to obstruct our military and
political objectives through several means of espionage and blockage.”11 Nyo Twan Awng
warned that many Rakhine civilians had been arrested because they were “depicted in
images on phones found on AA soldiers captured by the Tatmadaw.” For both sides, it
became important to seize enemy phones. On January 16, 2019, the newspaper Eleven
reported that in one village, the AA had confiscated every single phone.
A smart way for the AA to use social media is to track the movement of Tatmadaw
units through crowd-sourcing among its dense network of local supporters.12 This
activity has not been prevented by the internet shutdown, since data can be collected
through phone calls and text messaging. In areas like northern Rakhine, where the
population is massively hostile to the Tatmadaw, it may thus be possible to accurately
map its order of battle. Indeed, in an interview with Tatmadaw officers deployed in
Rakhine, they considered AA had better intelligence than themselves about Tatmadaw
troop movements in the theatre (Phone interview, officer deployed in Rakhine, Yangon,
March 2020). The AA also collected intelligence about the Tatmadaw from closed proAA groups on Facebook. Group members uploaded Tatmadaw-related information as
posts that could be seen only by other members, with AA intelligence personnel mon
itoring the group.
While governments seek to recruit village leaders as collaborators, rebel groups are
keen to denounce informers. In July 2017, one month before the Arakan Rohingya
Salvation Army (ARSA) attacks against Myanmar police and the massive operation by
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the Tatmadaw leading to the exodus of more than 700,000 (mostly Muslim) Rohingya to
Bangladesh, the Myanmar government accused ARSA of having killed several moderate
Rohingya village leaders (Reuters, July 20, 2017). In 2018–2019, when the AA rebellion
gained strength among (mostly Buddhist) ethnic Rakhine, letters with bullets were
reported to have been sent to Rakhine policemen and names of alleged informers were
published on Facebook. Some of them were subsequently killed (MIPS’s monthly reports
in 2019 and 2020).
In 2019, when monitoring Facebook, we discovered that on the night of September 10,
two dead and mutilated male corpses had been placed in the middle of a crossroads in the
Rakhine town of Kanhtaunggyi in Myebon township, where access to the internet, after
a two-month shutdown, had been restored ten days earlier. The two men’s heads, with
fully recognisable facial traits, had been severed from their bodies and placed on their
chests. They had been photographed at dawn as people began to crowd the streets around
them and the images were shared widely on Facebook. This led to debates in some
comment fields about whether it was wise or morally acceptable to treat traitors that
way – if traitors they were.
In early 2020, the Tatmadaw released a video on Facebook that it claimed to have
found on a dead AA fighter. It featured a young debt collector, his hands tied behind his
back, who was being interrogated and beaten by a group of men in civilian clothing. The
young man was on his knees next to the lifeless body of an older man. In late 2019,
another video was released by Tatmadaw supporters showing an even younger man,
perhaps an AA defector, being pushed into a grave and bludgeoned to death. The
perpetrators are shown, faces fully visible and some in AA uniform, while the victim
says farewell to his mother and brother and expresses a last wish for peace. These videos
were shared on many Facebook profiles and the debt collector was claimed to be someone
who had disappeared in February 2019.
These are examples of how Facebook is used by both sides in a conflict to display the
fate of alleged traitors. One side sends a warning, while the other demonstrates the
adversary’s brutality. Both target the same people: those persons caught between the two
camps. Facebook, the third actor in this media war, has tried to detect and erase such
breaches of its community standards, yet this has proven difficult because its users share
the postings in so many places. For each share they slightly modify the content to avoid
detection by Facebook’s artificial intelligence.
Virtually all armed groups see the Tatmadaw as their main adversary, but the degree of
hostility varies. And, occasionally, the armed groups fight each other. There was intense
fighting in the 1990s between the UWSA and the Mong Tai Army and in 1995–1996 the
Democratic Karen Buddhist Army (DKBA), a splinter group from the Christian-led
KNU, helped the Tatmadaw in its offensive against the KNU. During 2017–2018 the
TNLA and RCSS fought each other in northern Shan State, when RCSS moved troops
into TNLA-held villages. This led to a battle of words on Facebook, with elements of hate
speech and attempts to degrade each other. This is, however, just an exception to the rule
that when the armed groups attack their adversary in the social media, their target is
almost always the Tatmadaw.
Even after having signed the NCA, the RCSS Tai Freedom pages relentlessly con
demned the Tatmadaw for its brutality in Shan State during the 1990s, and for continuing
to exploit Shan natural resources. The same is true of the KNU. The three groups along
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the China border – MNDAA in Kokang, UWSA in Wa, and NDAA in Mongla – also see
the Tatmadaw as their main adversary. Yet their social media postings on WeChat and
Sina Weibo reveal differences. The MNDAA has ceaselessly attacked the Tatmadaw,
while the NDAA has advocated peaceful development. The UWSA, relying on its military
strength and role as provider of Chinese arms, is more cautious than the MNDAA but
not peace promoting like the NDAA (Interview, J. Power, Yangon, November 26, 2019).
In interviews with leaders and the rank-and-file of the armed groups, as well as with
the Tatmadaw, no one admitted to having engaged in hate speech, but all claimed to have
been the target of hate speech. The interviewees seemed to define hate speech as any
attack against themselves and displayed little understanding of the difference between
criticism and invective. Hate speech, as defined in Facebook’s community standards,
occurs frequently in Myanmar, although not so much in the armed groups’ official
pages.13 These pages regularly convey negative news about the adversary and positive
news about themselves, but do not often engage in outright hate speech. The most
extreme speech acts are to be found in an underworld of unaccountable supporting
profiles and closed groups, which feature offensive cartoons, photos of dead or tortured
bodies or of impressive weapons. The owners of the profiles and group moderators often
carry false names and use pirated profile pictures. They seem to be fed with photographs,
videos and information from the armed group they support.
In the case of the Buddhist nationalist social media campaign against the Rohingya in
2017, the attacks increased dramatically in the beginning of August, and reached
a crescendo once the ARSA launched its offensive against police stations and other
targets on August 24 and the Tatmadaw responded with its ethnic cleansing operation
(Democracy Reporting International 2018). In monitoring of later conflict events, we
have not found evidence that hate campaigns preceded the actual violence. At the onset
of AA’s offensive on January 4, 2019, individual users exchanged a flurry of hate
comments underneath news reports. Hate speech also flourished when armed clashes
erupted between the RCSS and TNLA in 2018. Yet, in both cases, extreme speech
occurred in conjunction with the incidents, and continued for the duration of the fighting
and then died down.
Since the concept of hate may differ culturally, Udupa and Pohjonen (2019) have
suggested to use the ethnographic concept “extreme speech” when analysing the occur
rence of utterings that may or may not be legalistically defined as “hate speech” (see also
Gagliardone 2019). Lee (2019) points out that extreme speech is particularly dangerous
when condoned by a government engaged in violence against minorities.
In some cases, hate speech is unilateral. This was the case against the Rohingya. The
few Burmese-language Facebook postings that criticised the treatment of the Rohingya
seem to have drowned in the massive campaign against them. By contrast, the AATatmadaw war, which dominated the hateful media underworld in 2019–2020 was
characterised by mutual incrimination (see below). Since the Rakhine and Bamar under
stand each other’s languages they have been able to vilify each other in the same
comments fields.
For the AA and Tatmadaw, social media was an essential battle ground during
2018–2020. Pro-AA profiles displayed bodies of dead Tatmadaw soldiers as proof of its
fighting capacity, claimed high numbers of enemy casualties and accused the Tatmadaw
of killing many civilians. Pro-Tatmadaw profiles sought to intimidate the Rakhine in
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similar ways. One way to boost morale is to highlight the enemy’s atrocities against
civilians, notably women and children. In January 2019, a fundraising campaign was
organised by Rakhine Facebook users to compensate the family of a child who died in
a Yangon hospital after having been wounded in a Tatmadaw operation. From both sides
in the conflict we found an abundance of claims that the enemy soldiers were dying, while
“our boys are victorious.” A widely shared photograph showed a Tatmadaw soldier
sitting up against a wall, holding a phone to his ear. A blurb said he made a call to
Senior General Min Aung Hlaing: “Hello, Commander-in-chief! We would like to know
why, in the real world, we are dying, while in movies we always win.” On their side, proTatmadaw postings urged the army to display dead AA rebels. This action, they said,
would make the Rakhine youth think twice about joining the fight. A pro-Tatmadaw
discussion group displayed photos of a type of airplane the Tatmadaw does not possess
and claimed it was driving the AA out of Rakhine. One anti-Rakhine Facebook user
urged: “Kill them all!”
Our impression when monitoring Facebook was that the AA’s propaganda was the
most effective in forming public opinion among the ethnic Rakhine. The Tatmadaw
mostly tried in vain to convince the Rakhine that the AA misrepresented their interests
and had no chance to win. This failure may contribute to explaining that the Myanmar
government resorted to an internet shutdown in June 2019 and that, in November 2020,
the Tatmadaw opted for a ceasefire.
In a briefing from January 2019, the International Crisis Group noted a difference
between the belligerent attitude of the Rakhine youth and the more defensive feelings
held in other ethnic areas, where older and more experienced armies operate: “The Rakhine
are perhaps less wary of open war than other ethnic groups . . . having no recent experience
of armed conflict with the government . . . [T]here is even a palpable sense of excitement
about the AA’s exploits . . . This sentiment is very clear on social media” (ICG 2019, 5–6).
From June 2019, when it shut down the internet, the Tatmadaw seemed to give up its
attempt to win the media war against the AA and instead pursued a strategy of silence,
preventing the spread of information from the battlefield. When Tatmadaw soldiers
occasionally leaked or shared pictures of killed AA fighters on Facebook, they justified it
with a need to counter AA propaganda. However, this leaking was against Tatmadaw
policy and in February 2020, it reprimanded the soldiers who had released a photo of 12
dead AA fighters.
We have observed a tendency for the most graphic or violent postings and propaganda
to receive the greatest number of likes, shares and comments, which means they are likely
to be amplified through Facebook’s newsfeed algorithm. Those who like and share sober
reporting get facts in their newsfeed, while those who engage with extreme speech get
more extreme speech. On the pages and profiles of people who support the Tatmadaw or
armed groups, there are often quarrels in the comments field between people with
different ethnic identities, or who disagree on strategy, but we have hardly ever found
postings from people expressing tolerant, humanitarian or peace-loving attitudes.14
Interviews with Yangon-based non-governmental organisations that monitor hate
speech revealed that, concerned for their safety, they do not engage openly with the
pages and profiles they follow.
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Function 3: Outreach
Armed groups also advocate their cause to a wider audience, mostly in Burmese. They
describe the injustices inflicted on their people and argue the righteousness of their cause.
Yet such outreach does not have high priority in social media, where the armed groups
mainly speak to their own people. International outreach is even less emphasised.
Exceptions came after the International Court of Justice’s December 2019 hearing on
Myanmar’s treatment of the Rohingya, when the AA sought to draw international
attention to alleged Tatmadaw abuse of Rakhine civilians as well. Yet it is the RCSS’s
Tai Freedom network that is most focussed on international outreach. They publish in
several languages, including Chinese and English, and Tai Freedom engages in the
production of propaganda films that target an international English-speaking audience.
Tai Freedom’s English language Facebook page was in frequent use with over 21,000
followers in 2019.
One more exception must be mentioned. In 2017, while the AA was training troops in
Kachin State and began to infiltrate southern Chin and northern Rakhine, they received
help from the Tribal Action Group to produce an impressive English-language video. The
Way of Rakhita was launched on YouTube on January 14, 2018 (Tribal Action Group
2018). Although in English, it resonated deeply among the Rakhine youth, including
those residing outside Myanmar (The Irrawaddy, January 11, 2019). By June 1, 2020, the
video had been viewed almost two million times. It begins by displaying ancient coins as
proof of Arakan’s proud history. Then a stern young lady dressed in impeccable uniform
fires a shot with her automatic gun, turns her face to the camera and exclaims: “We are
coming to take our country back!” Commander-in-chief Twan Mrat Naing declares in
fluent English his nationalist pride and Nyo Twan Awng, his second-in-command,
introduces the more than 700 “woman and troops” (sic.) who are training to “kill our
enemies” – all in new uniforms and carrying automatic guns.15 The video plays heavily
on emotions, even showing fighters having fun together. But then, the film was shot in
Kachin State, far away from the Rakhine battlefields, before the real fighting began.16

Conclusion
There has been great variation in the ability of Myanmar’s armed groups to make
effective use of Facebook in their quest to portray themselves as states and in their
armed struggles. The RCSS represents the vanguard of sophisticated usage with its Tai
Freedom pages. The AA and TNLA have also been dedicated users. On February 5, 2019,
however, Facebook banned the AA and TNLA from its platform, so they resorted to
other social media while maintaining a guarded presence on Facebook through fake
accounts and supporting profiles owned by individuals.
Social media serve three main functions for armed groups: communication with
troops and supporters, attacks on adversaries, and advocacy to the wider world. We
find that the first of these functions has been the most important. The armed groups use
social media primarily for communication with their own constituents, not so much for
consultation but for mobilisation, motivation, and occasional fund raising and recruit
ment. Interviews reveal, however, that recruitment and fund raising are mostly done
through direct personal contacts, and “tax invoices” (or extortion letters) are usually
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delivered by hand, while fighters are recruited through visits to villages and households.
At least one group – AA – has used Facebook Messenger for command and control in
military operations. This prompted the Myanmar government to shut down the internet
in seven Rakhine townships from June 2019 to February 2021.
A key finding in our research is that internet access has enhanced the ability of nonstate armed groups to portray themselves as states. On their Facebook and web pages, on
YouTube and VK, they display flags, play anthems, explain the structure of their
governments with their various departments, demonstrate provision of health and
education services, hold military parades, disseminate TV news, show records of
a glorious past and define their homeland through stylised maps. The desire to pose as
states is not new. Groups fighting for independence habitually mimic the symbols and
structures of recognised states (Harrisson and Kyed 2019; McCarthy and Farrelly 2020).
What is new is that the messages can be conveyed immediately and at little cost to huge
audiences.
What may be generalised from our findings? Myanmar is a special case, with its
multiple long-standing conflicts, many groups holding arms and some territory, frequent
shifts in the fighting from one battlefield to another, and one platform having dominated
its social media. Generalisations cannot be based on a claim that Myanmar is a typical
case of any particular kind of state; perhaps Ethiopia’s case is most similar. It too is
a centralised union with many ethnically defined states. Let us just repeat our proposition
above that the social media profile of any group fighting for ethnic or regional autonomy
within a larger state will be imbued with a heavy dose of attempts to demonstrate that it
already fulfils the functions of a state.
Zeitzoff (2017), mentioned above, claimed that social media has fundamentally chan
ged the amount and character of information available to conflict actors, thereby shaping
conflict itself. There can be no doubt that fighters and soldiers on all levels, from the
youngest recruit to a commander-in-chief, can have access to more real and fake
information than ever before. Over time, perhaps this dynamic benefits the groups
with the smartest phones or most powerful computers. So far, however, there is no
evidence that the balance of power between the Tatmadaw and armed groups has
changed as a result of social media use. We have not found anything fundamentally
new in the content of the messages that armed groups send out. They tell the same stories
and their goal remains the same: to control a designated homeland.
Yet one factor, although it has not been the focus of this article, seems new and
important. This is the role of Facebook as an intervening actor. Since it allows two-way
communication and is not edited, it differs essentially from traditional media like leaflets,
newspapers, radio and TV. Facebook also differs from two-way communication by
telegram or telephone since it helps its users reach limitless audiences. Yet it also seeks
to prevent them from posting content that violates its community standards, and in
Myanmar it has excommunicated persons, groups and militaries from its community.
Social media has seen state media censorship replaced with a new kind of external
censorship. In 2018, Facebook first removed the accounts held by the Buddhist nation
alist Ma Ba Ta network from its platform. Then it took down a great number of accounts
held by the Tatmadaw, including that of its commander-in-chief Min Aung Hlaing. In
February 2020, as related above, it banned the Northern Alliance and its four members,
the AA, TNLA, MNDAA and KIA. One year later, after Aung San Suu Kyi had made
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effective use of Facebook in fighting the Covid-19 pandemic and winning the
November 8, 2020 elections by a landslide, Min Aung Hlaing seized power in a coup.
Facebook, the country’s dominant media platform, now suddenly faced a chief-of-state
whom it had banned and a population using Facebook and other social media to organise
protests against the coup. It thus seemed doubtful that Facebook could maintain its role
as a third, independent actor and continue to serve as a platform for either disobedient
civilians or armed groups pretending to be states.

Notes
1. There are also analyses at https://teacircleoxford.com/and the Facebook page
@TeaCircleOxford.
2. For an example of how artificial intelligence may be used in analysing the relationship
between violent incidents and language acts on Twitter, see Mahony, Albrecht, and Sensoy
(2019).
3. While large, Myanmar’s proportion is less than some other Southeast Asian countries like
Thailand (72%), the Philippines (69%), Vietnam (63%) and Indonesia (48%).
4. There was a brief discussion among government officials, but members of the governing
National Democratic League (NLD) did not want to act against Facebook, since they relied
on it in their political campaigns and were not themselves affected by the ban. Interview with
anonymous government official.
5. The UN Factfinding Mission report was based on monitoring Facebook postings that have
since been removed. For Facebook’s role and the UN desire for data to be preserved for
possible prosecution, see United Nations (2018, 339–343). From a peace perspective, the
eradication of extreme speech is probably for the good, but for the curious academic it is an
unfortunate loss. Yet, how groups used Facebook to spread different kinds of extreme
speech after the restriction also deserves a dedicated study. Hopefully, Facebook keeps the
materials it removes in a protected file for the benefit of future scholarship.
6. Estimates vary, both because it is difficult to obtain precise information and because of the
need to distinguish between active troops and reservists. MIPS (2021) mostly includes active
armed troops, but in some cases counts unarmed fighters, as for the AA who have sent
unarmed troops into battle with a mission to take over guns from wounded or killed fellow
fighters. MIPS (2021) is based on information from contacts in the Tatmadaw, the armed
groups, among researchers and journalists and participants in the peace process.
7. Brigadier General Maung Maung Ohn mentioned at a parliamentary hearing in 2013 that
“there are 6,050 people militia forces across the country” (Eleven, September 12, 2019). In
Myanmar, “militia” is a term used only for government-controlled groups.
8. Since “Tai” means free, purists see “Tai Freedom” as a pleonasm. Politically, however, the
difference between “Tai” and “Thai” is important. While the latter denotes citizens of
Thailand (Land of the Free), “Tai” refers to the speakers of a group of related languages,
including Thai and Shan.
9. The officer took part in negotiation with the KIO. The regime’s verbal proposal included the
transformation of the KIA to become a military unit under the Kachin State government, the
merger of KIO’s four administrative divisions with the Kachin State government and the
establishment of a political party.
10. The UWSA has been close to the TNLA and MNDAA. After the KIA, AA, TNLA and
MNDAA joined the FPNCC in 2017, the UWSA supplied all of them with weapons.
11. This warning in the English language was published on February 8, 2019 at http://arakan.
army/warning-massage-2-2019-and-3-2019-statements/(sic). Accessed February 17, 2019.
In April 2019, cyber-attacks forced the AA to replace this website with arakanarmy.net.
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12. In an interview with Tatmadaw officers who were deployed in Rakhine, they said they
believed the AA had better intelligence than themselves about Tatmadaw troop movements
in the theatre.
13. The Facebook (2020) definition of hate speech is: “. . . a direct attack on people based on
what we call protected characteristics – race, ethnicity, national origin, religious affiliation,
sexual orientation, caste, sex, gender, gender identity, and serious disease or disability.”
14. An exception was noted in late 2018 in a protest movement among internally displaced
persons in northern Shan State, calling on the RCSS/SSA-S and SSPP/SSA-N to stop their
fratricidal intra-Shan fighting (Shan News, January 11, 2019).
15. The AA trains its female recruits in the same skills as men and allows women to fight on the
frontline. This is in contrast to what is normally the case in Myanmar’s armed struggles
(Hedström 2016, 68).
16. Paradoxically, when we watched the film, it was interrupted by advertisements for MyTel
(the Tatmadaw’s telecom provider) and Telenor (a company owned by the peace-loving
state of Norway).
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